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JSON Object Signing and Encryption (JOSE) for Erlang and Elixir.
Installation
Add jose to your project's dependencies in mix.exs
defp deps() do
  [
    {:jose, "~> 1.11"}
  ]
end
If you are using deployment tools (exrm, etc.) and your app depends
on jose directly, you will need to include jose in your
applications list in mix.exs to ensure they get compiled into your
release:
def application() do
  [
    mod: {YourApp, []},
    applications: [:jose]
  ]
end
Add jose to your project's dependencies in your Makefile for erlang.mk or the following to your rebar.config
{deps, [
  jose
]}.
JSON Encoder/Decoder
NOTE: The following only applies to versions prior to Erlang/OTP 27 when the json module was included.  If present, the builtin json module will be used unless overridden as described below.
You will also need to specify either jiffy, jsone, jsx, ojson, Poison, or Jason as a dependency.
For example, with Elixir and mix.exs
defp deps() do
  [
    {:jose, "~> 1.11"},
    {:jason, "~> 1.4"}
  ]
end
Or with Erlang and rebar.config
{deps, [
  jose,
  ojson
]}.
jose will attempt to find a suitable JSON encoder/decoder and will try to use (in order) ojson, Jason, Poison, jiffy, jsone, or jsx.
You may also specify a different json_module as an application environment variable to jose or by using jose:json_module/1 or JOSE.json_module/1.
ChaCha20/Poly1305 Support
ChaCha20/Poly1305 encryption and one-time message authentication functions are experimentally supported based on RFC 7539.
Fallback support for ChaCha20/Poly1305 encryption and Poly1305 signing is also provided.  See crypto_fallback below.
External support is also provided by the following libraries:
	libsodium - ChaCha20/Poly1305 encryption and Poly1305 signing

Other modules which implement the jose_chacha20_poly1305 behavior may also be used as follows:
# ChaCha20/Poly1305
JOSE.chacha20_poly1305_module(:libsodium)                  # uses a fast Erlang port driver for libsodium
JOSE.chacha20_poly1305_module(:jose_jwa_chacha20_poly1305) # uses the pure Erlang implementation (slow)
Curve25519 and Curve448 Support
Curve25519 and Curve448 and their associated signing/key exchange functions are supported now that RFC 8037 has been published.
Fallback support for Ed25519, Ed25519ph, Ed448, Ed448ph, X25519, and X448 is provided.  See crypto_fallback below.
External support is also provided by the following libraries:
	libdecaf - Ed25519, Ed25519ph, Ed448, Ed448ph, X25519, X448
	libsodium - Ed25519, Ed25519ph, X25519

If both libraries are present, libdecaf will be used by default.  Other modules which implement the jose_curve25519 or jose_curve448 behaviors may also be used as follows:
# Curve25519
JOSE.curve25519_module(:libdecaf)            # uses a fast Erlang NIF for libdecaf
JOSE.curve25519_module(:jose_jwa_curve25519) # uses the pure Erlang implementation (slow)

# Curve448
JOSE.curve448_module(:libdecaf)          # uses a fast Erlang NIF for libdecaf
JOSE.curve448_module(:jose_jwa_curve448) # uses the pure Erlang implementation (slow)
SHA-3 Support
SHA-3 is experimentally supported for use with Ed448 and Ed448ph signing functions.
Fallback support for SHA-3 is provided.  See crypto_fallback below.
External support for SHA-3 is provided by the keccakf1600 and libdecaf libraries.  If present, keccakf1600 will be used by default.  Other modules which implement the jose_sha3 behaviors may also be used as follows:
JOSE.sha3_module(:keccakf1600)   # uses a NIF written in C with timeslice reductions
JOSE.sha3_module(:jose_jwa_sha3) # uses the pure Erlang implementation (slow)
Cryptographic Algorithm Fallback
jose strives to support all of the cryptographic algorithms specified in the JOSE RFCs.
However, not all of the required algorithms are supported natively by Erlang/Elixir.  For algorithms unsupported by the native crypto and public_key, jose has a pure Erlang implementation that may be used as a fallback.
See ALGORITHMS.md for more information about algorithm support for specific OTP versions.
By default, the algorithm fallback is disabled, but can be enabled by setting the crypto_fallback application environment variable for jose to true or by calling jose:crypto_fallback/1 or JOSE.crypto_fallback/1 with true.
[!WARNING]
The pure Erlang fallback implementations are not constant-time.
The pure Erlang elliptic curve modules (jose_jwa_curve25519/jose_jwa_x25519 and jose_jwa_curve448/jose_jwa_x448) perform scalar multiplication with Erlang bignum arithmetic, whose execution time depends on operand values. They therefore leak timing information about the private scalar and should not be used with long-lived private keys in any context where an attacker can observe operation timing.
These modules exist as a last-resort fallback for platforms with no native implementation. jose probes libdecaf, libsodium, and then OTP crypto for Curve25519, and libdecaf and OTP crypto for Curve448. The selected provider handles X25519/X448 when it supports those operations. The OTP provider still delegates unsupported EdDSA context and prehash operations to the fallback. Setting crypto_fallback to true enables the pure Erlang implementation for unavailable operations; it does not override a working native module. Release 1.11.13 corrects the shipped application environment to disable fallback by default, as documented above.
Selecting the pure Erlang curve modules explicitly (for example jose:curve25519_module(jose_jwa_curve25519) or JOSE.curve25519_module(:jose_jwa_curve25519)) opts out of the native provider path. Do not do this with long-lived keys in production.

For new JWE applications, prefer RSA-OAEP or RSA-OAEP-256 over RSA1_5. JWE decryption substitutes a random content encryption key on RSA unwrap failure and authenticates the content before returning plaintext. This normalizes the unwrap error result; it is not a guarantee against timing attacks on the underlying RSA provider. The low-level jose_jwa_pkcs1 RSA padding helpers report padding failures and must not be exposed as a decryption service for untrusted ciphertexts.
RSA private JWKs containing only (n, e, d) require CRT factor recovery. This search accepts moduli up to 8192 bits and uses at most 32 random trials and 256 modular squares. It checks a 200 ms work deadline before each expensive operation, or 500 ms for moduli of 6145–8192 bits. An in-progress native operation can finish after the deadline. Very large keys, unusually difficult keys or a slow runtime can exhaust this budget even for a valid key; supply p, q, dp, dq and qi to import without recovery. Random trials preserve keys that a fixed small-base search can miss. These limits bound recovery work, not total request CPU or wall time on every platform.
You may also review which algorithms are currently supported with the jose_jwa:supports/0 or JOSE.JWA.supports/0 functions.  For example, on Elixir 1.9.4 and OTP 22:
# crypto_fallback defaults to false
JOSE.JWA.supports()

[
  {:jwe,
   {:alg,
    ["A128GCMKW", "A128KW", "A192GCMKW", "A192KW", "A256GCMKW", "A256KW",
     "C20PKW", "ECDH-1PU", "ECDH-1PU+A128GCMKW", "ECDH-1PU+A128KW",
     "ECDH-1PU+A192GCMKW", "ECDH-1PU+A192KW", "ECDH-1PU+A256GCMKW",
     "ECDH-1PU+A256KW", "ECDH-1PU+C20PKW", "ECDH-1PU+XC20PKW", "ECDH-ES",
     "ECDH-ES+A128GCMKW", "ECDH-ES+A128KW", "ECDH-ES+A192GCMKW",
     "ECDH-ES+A192KW", "ECDH-ES+A256GCMKW", "ECDH-ES+A256KW", "ECDH-ES+C20PKW",
     "ECDH-ES+XC20PKW", "ECDH-SS", "ECDH-SS+A128GCMKW", "ECDH-SS+A128KW",
     "ECDH-SS+A192GCMKW", "ECDH-SS+A192KW", "ECDH-SS+A256GCMKW",
     "ECDH-SS+A256KW", "ECDH-SS+C20PKW", "ECDH-SS+XC20PKW",
     "PBES2-HS256+A128GCMKW", "PBES2-HS256+A128KW", "PBES2-HS384+A192GCMKW",
     "PBES2-HS384+A192KW", "PBES2-HS512+A256GCMKW", "PBES2-HS512+A256KW",
     "PBES2-HS512+C20PKW", "PBES2-HS512+XC20PKW", "RSA-OAEP", "RSA-OAEP-256",
     "RSA1_5", "XC20PKW", "dir"]},
   {:enc,
    ["A128CBC-HS256", "A128GCM", "A192CBC-HS384", "A192GCM", "A256CBC-HS512",
     "A256GCM", "C20P", "XC20P"]}, {:zip, ["DEF"]}},
  {:jwk, {:kty, ["EC", "OKP", "RSA", "oct"]},
   {:kty_OKP_crv,
    ["Ed25519", "Ed25519ph", "Ed448", "Ed448ph", "X25519", "X448"]}},
  {:jws,
   {:alg,
    ["ES256", "ES256K", "ES384", "ES512", "Ed25519", "Ed25519ph", "Ed448",
     "Ed448ph", "EdDSA", "HS256", "HS384", "HS512", "PS256", "PS384", "PS512",
     "Poly1305", "RS1", "RS256", "RS384", "RS512"]}}
]

# setting crypto_fallback to true
JOSE.crypto_fallback(true)

# additional algorithms are now available for use
JOSE.JWA.supports()

[
  {:jwe,
   {:alg,
    ["A128GCMKW", "A128KW", "A192GCMKW", "A192KW", "A256GCMKW", "A256KW",
     "C20PKW", "ECDH-1PU", "ECDH-1PU+A128GCMKW", "ECDH-1PU+A128KW",
     "ECDH-1PU+A192GCMKW", "ECDH-1PU+A192KW", "ECDH-1PU+A256GCMKW",
     "ECDH-1PU+A256KW", "ECDH-1PU+C20PKW", "ECDH-1PU+XC20PKW", "ECDH-ES",
     "ECDH-ES+A128GCMKW", "ECDH-ES+A128KW", "ECDH-ES+A192GCMKW",
     "ECDH-ES+A192KW", "ECDH-ES+A256GCMKW", "ECDH-ES+A256KW", "ECDH-ES+C20PKW",
     "ECDH-ES+XC20PKW", "ECDH-SS", "ECDH-SS+A128GCMKW", "ECDH-SS+A128KW",
     "ECDH-SS+A192GCMKW", "ECDH-SS+A192KW", "ECDH-SS+A256GCMKW",
     "ECDH-SS+A256KW", "ECDH-SS+C20PKW", "ECDH-SS+XC20PKW",
     "PBES2-HS256+A128GCMKW", "PBES2-HS256+A128KW", "PBES2-HS384+A192GCMKW",
     "PBES2-HS384+A192KW", "PBES2-HS512+A256GCMKW", "PBES2-HS512+A256KW",
     "PBES2-HS512+C20PKW", "PBES2-HS512+XC20PKW", "RSA-OAEP", "RSA-OAEP-256",
     "RSA1_5", "XC20PKW", "dir"]},
   {:enc,
    ["A128CBC-HS256", "A128GCM", "A192CBC-HS384", "A192GCM", "A256CBC-HS512",
     "A256GCM", "C20P", "XC20P"]}, {:zip, ["DEF"]}},
  {:jwk, {:kty, ["EC", "OKP", "RSA", "oct"]},
   {:kty_OKP_crv,
    ["Ed25519", "Ed25519ph", "Ed448", "Ed448ph", "X25519", "X448"]}},
  {:jws,
   {:alg,
    ["ES256", "ES256K", "ES384", "ES512", "Ed25519", "Ed25519ph", "Ed448",
     "Ed448ph", "EdDSA", "HS256", "HS384", "HS512", "PS256", "PS384", "PS512",
     "Poly1305", "RS1", "RS256", "RS384", "RS512"]}}
]
Unsecured Signing Vulnerability
The "none" signing algorithm is disabled by default to prevent accidental verification of empty signatures (read about the vulnerability here).
If you want to further restrict the signature algorithms allowed for a token, use JOSE.JWT.verify_strict/3:
# Signed Compact JSON Web Token (JWT) with HS256
token = "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ.shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM"

# JSON Web Key (JWK)
jwk = %{
  "kty" => "oct",
  "k" => :jose_base64url.encode("symmetric key")
}

{verified, _, _} = JOSE.JWT.verify_strict(jwk, ["HS256"], token)
# {true, _, _}

{verified, _, _} = JOSE.JWT.verify_strict(jwk, ["RS256"], token)
# {false, _, _}
If you need to inspect the contents of a JSON Web token (JWT) prior to verifying it, use JOSE.JWT.peek_payload/1 or JOSE.JWT.peek_protected/1:
token = "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ.shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM"

payload = JOSE.JWT.peek_payload(token)
# %JOSE.JWT{fields: %{"exp" => 1300819380, "http://example.com/is_root" => true,
#    "iss" => "joe"}}

protected = JOSE.JWT.peek_protected(token)
# %JOSE.JWS{alg: {:jose_jws_alg_hmac, {:jose_jws_alg_hmac, :sha256}},
#  b64: :undefined, fields: %{"typ" => "JWT"}}

# If you want to inspect the JSON, you can convert it back to a regular map:
{_, protected_map} = JOSE.JWS.to_map(protected)
# {_, %{"alg" => "HS256", "typ" => "JWT"}}
You may also enable the "none" algorithm as an application environment variable for jose or by using jose:unsecured_signing/1 or JOSE.unsecured_signing/1.
# unsecured_signing defaults to false
JOSE.JWA.supports[:jws]

{:alg,
 ["ES256", "ES256K", "ES384", "ES512", "Ed25519", "Ed25519ph", "Ed448",
  "Ed448ph", "EdDSA", "HS256", "HS384", "HS512", "PS256", "PS384", "PS512",
  "Poly1305", "RS1", "RS256", "RS384", "RS512"]}

# setting unsecured_signing to true
JOSE.unsecured_signing(true)

# the "none" algorithm is now available for use
JOSE.JWA.supports[:jws]

{:alg,
 ["ES256", "ES256K", "ES384", "ES512", "Ed25519", "Ed25519ph", "Ed448",
  "Ed448ph", "EdDSA", "HS256", "HS384", "HS512", "PS256", "PS384", "PS512",
  "Poly1305", "RS1", "RS256", "RS384", "RS512", "none"]}
Usage
JSON Web Signature (JWS) of JSON Web Token (JWT) using HMAC using SHA-256 (HS256) with JSON Web Key (JWK)
Elixir
# JSON Web Key (JWK)
jwk = %{
  "kty" => "oct",
  "k" => :jose_base64url.encode("symmetric key")
}

# JSON Web Signature (JWS)
jws = %{
  "alg" => "HS256"
}

# JSON Web Token (JWT)
jwt = %{
  "iss" => "joe",
  "exp" => 1300819380,
  "http://example.com/is_root" => true
}

signed = JOSE.JWT.sign(jwk, jws, jwt)
# {%{alg: :jose_jws_alg_hmac},
#  %{"payload" => "eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ",
#    "protected" => "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9",
#    "signature" => "shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM"}}

compact_signed = JOSE.JWS.compact(signed)
# {%{alg: :jose_jws_alg_hmac},
#  "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ.shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM"}

verified = JOSE.JWT.verify(jwk, compact_signed)
# {true,
#  %JOSE.JWT{fields: %{"exp" => 1300819380, "http://example.com/is_root" => true,
#     "iss" => "joe"}},
#  %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined,
#   fields: %{"typ" => "JWT"}}}

verified == JOSE.JWT.verify(jwk, signed)
# true
Erlang
% JSON Web Key (JWK)
JWK = #{
  <<"kty">> => <<"oct">>,
  <<"k">> => jose_base64url:encode(<<"symmetric key">>)
}.

% JSON Web Signature (JWS)
JWS = #{
  <<"alg">> => <<"HS256">>
}.

% JSON Web Token (JWT)
JWT = #{
  <<"iss">> => <<"joe">>,
  <<"exp">> => 1300819380,
  <<"http://example.com/is_root">> => true
}.

Signed = jose_jwt:sign(JWK, JWS, JWT).
% {#{alg => jose_jws_alg_hmac},
%  #{<<"payload">> => <<"eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ">>,
%    <<"protected">> => <<"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9">>,
%    <<"signature">> => <<"shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM">>}}

CompactSigned = jose_jws:compact(Signed).
% {#{alg => jose_jws_alg_hmac},
%  <<"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ.shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM">>}

Verified = jose_jwt:verify(JWK, CompactSigned).
% {true,
%     #jose_jwt{
%         fields =
%             #{<<"exp">> => 1300819380,
%               <<"http://example.com/is_root">> => true,
%               <<"iss">> => <<"joe">>}},
%     #jose_jws{
%         alg = {jose_jws_alg_hmac,'HS256'},
%         b64 = undefined,
%         fields = #{<<"typ">> => <<"JWT">>}}}

Verified =:= jose_jwt:verify(JWK, Signed).
% true
Reading JSON Web Keys (JWK) from PEM files
The examples below use three keys created with openssl:
# RSA Private Key
openssl genrsa -out rsa-2048.pem 2048

# EC Private Key (Alice)
openssl ecparam -name secp256r1 -genkey -noout -out ec-secp256r1-alice.pem

# EC Private Key (Bob)
openssl ecparam -name secp256r1 -genkey -noout -out ec-secp256r1-bob.pem

Elixir
# RSA examples
rsa_private_jwk = JOSE.JWK.from_pem_file("rsa-2048.pem")
rsa_public_jwk  = JOSE.JWK.to_public(rsa_private_jwk)

## Sign and Verify (defaults to PS256)
message = "my message"
signed = JOSE.JWK.sign(message, rsa_private_jwk)
{true, ^message, _} = JOSE.JWK.verify(signed, rsa_public_jwk)

## Sign and Verify (specify RS256)
signed = JOSE.JWK.sign(message, %{ "alg" => "RS256" }, rsa_private_jwk)
{true, ^message, _} = JOSE.JWK.verify(signed, rsa_public_jwk)

## Encrypt and Decrypt (defaults to RSA-OAEP with A128CBC-HS256)
plain_text = "my plain text"
encrypted = JOSE.JWK.block_encrypt(plain_text, rsa_public_jwk)
{^plain_text, _} = JOSE.JWK.block_decrypt(encrypted, rsa_private_jwk)

## Encrypt and Decrypt (specify RSA-OAEP-256 with A128GCM)
encrypted = JOSE.JWK.block_encrypt(plain_text, %{ "alg" => "RSA-OAEP-256", "enc" => "A128GCM" }, rsa_public_jwk)
{^plain_text, _} = JOSE.JWK.block_decrypt(encrypted, rsa_private_jwk)

# EC examples
alice_private_jwk = JOSE.JWK.from_pem_file("ec-secp256r1-alice.pem")
alice_public_jwk  = JOSE.JWK.to_public(alice_private_jwk)
bob_private_jwk   = JOSE.JWK.from_pem_file("ec-secp256r1-bob.pem")
bob_public_jwk    = JOSE.JWK.to_public(bob_private_jwk)

## Sign and Verify (defaults to ES256)
message = "my message"
signed = JOSE.JWK.sign(message, alice_private_jwk)
{true, ^message, _} = JOSE.JWK.verify(signed, alice_public_jwk)

## Encrypt and Decrypt (defaults to ECDH-ES with A128GCM)
### Alice sends Bob a secret message using Bob's public key and Alice's private key
alice_to_bob = "For Bob's eyes only."
encrypted = JOSE.JWK.box_encrypt(alice_to_bob, bob_public_jwk, alice_private_jwk)
### Only Bob can decrypt the message using his private key (Alice's public key is embedded in the JWE header)
{^alice_to_bob, _} = JOSE.JWK.box_decrypt(encrypted, bob_private_jwk)
Erlang
% RSA examples
RSAPrivateJWK = jose_jwk:from_pem_file("rsa-2048.pem"),
RSAPublicJWK  = jose_jwk:to_public(RSAPrivateJWK).

%% Sign and Verify (defaults to PS256)
Message = <<"my message">>,
SignedPS256 = jose_jwk:sign(Message, RSAPrivateJWK),
{true, Message, _} = jose_jwk:verify(SignedPS256, RSAPublicJWK).

%% Sign and Verify (specify RS256)
SignedRS256 = jose_jwk:sign(Message, #{ <<"alg">> => <<"RS256">> }, RSAPrivateJWK),
{true, Message, _} = jose_jwk:verify(SignedRS256, RSAPublicJWK).

%% Encrypt and Decrypt (defaults to RSA-OAEP with A128CBC-HS256)
PlainText = <<"my plain text">>,
EncryptedRSAOAEP = jose_jwk:block_encrypt(PlainText, RSAPublicJWK),
{PlainText, _} = jose_jwk:block_decrypt(EncryptedRSAOAEP, RSAPrivateJWK).

%% Encrypt and Decrypt (specify RSA-OAEP-256 with A128GCM)
EncryptedRSAOAEP256 = jose_jwk:block_encrypt(PlainText, #{ <<"alg">> => <<"RSA-OAEP-256">>, <<"enc">> => <<"A128GCM">> }, RSAPublicJWK),
{PlainText, _} = jose_jwk:block_decrypt(EncryptedRSAOAEP256, RSAPrivateJWK).

% EC examples
AlicePrivateJWK = jose_jwk:from_pem_file("ec-secp256r1-alice.pem"),
AlicePublicJWK  = jose_jwk:to_public(AlicePrivateJWK),
BobPrivateJWK   = jose_jwk:from_pem_file("ec-secp256r1-bob.pem"),
BobPublicJWK    = jose_jwk:to_public(BobPrivateJWK).

%% Sign and Verify (defaults to ES256)
Message = <<"my message">>,
SignedES256 = jose_jwk:sign(Message, AlicePrivateJWK),
{true, Message, _} = jose_jwk:verify(SignedES256, AlicePublicJWK).

%% Encrypt and Decrypt (defaults to ECDH-ES with A128GCM)
%%% Alice sends Bob a secret message using Bob's public key and Alice's private key
AliceToBob = <<"For Bob's eyes only.">>,
EncryptedECDHES = jose_jwk:box_encrypt(AliceToBob, BobPublicJWK, AlicePrivateJWK),
%%% Only Bob can decrypt the message using his private key (Alice's public key is embedded in the JWE header)
{AliceToBob, _} = jose_jwk:box_decrypt(EncryptedECDHES, BobPrivateJWK).
Algorithm Support
JSON Web Encryption (JWE) RFC 7516
"alg" RFC 7518 Section 4
	[X] A128GCMKW
	[X] A192GCMKW
	[X] A256GCMKW
	[X] A128KW
	[X] A192KW
	[X] A256KW
	[X] C20PKW <sup>draft-amringer-jose-chacha</sup>
	[X] dir
	[X] ECDH-1PU <sup>draft-madden-jose-ecdh-1pu</sup>
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    Changelog

1.11.13 (2026-10-26)
	Security Patches	GHSA-wfpv-qxp8-x5gm, GHSA-wh8p-p48q-3vw2: Bound incremental JWE zip: "DEF" decompression to 1 MiB by default. Applications requiring larger compressed plaintexts can set jose:zip_size_maximum/1 or the zip_size_maximum application environment key.
	GHSA-44hw-rpw9-mwg4: Require the canonical ECDSA signature length for ES256, ES384, ES512 and ES256K.
	GHSA-6gxw-6f7r-cjr6: Reject AEAD tags other than 128 bits before provider dispatch, and in the AES-GCM fallback.
	GHSA-3m45-vrpj-xmrq: Bound RSA private-key prime recovery with random trials, reused modular squares and deadlines checked before expensive operations; validate recovered factors against the supplied exponents. Keys above 8192 bits or exhausting the recovery budget must supply CRT parameters.
	GHSA-fpj2-9h59-32pp: Reject mismatched shared-secret key types instead of recursing indefinitely.
	GHSA-h4gx-8jq2-mfhc: Strengthen encrypted PKCS#8 DER and PEM exports to PBKDF2-HMAC-SHA256 with 600,000 iterations and 16-byte salts. Previously exported keys remain readable. Use native PBKDF2 when available.
	GHSA-vwvr-f994-6j9j: Substitute a random CEK of the required length on RSA JWE unwrap failure, then authenticate the content. Low-level RSA padding helpers still report errors; this mitigation does not guarantee constant-time RSA. Prefer RSA-OAEP or RSA-OAEP-256.
	GHSA-xvr2-gggj-h2pp: Correct the shipped crypto_fallback default to false and document the variable-time pure Erlang curve implementations. Explicitly enabled fallback remains variable-time and should not handle long-lived private keys where timing is observable.


	Fixes	Return compressed JWE authentication failures without invoking decompression, including external AAD.
	Preserve native Ed448/X448 selection when fallback SHAKE256 is unavailable; include X25519/X448 agreement in provider checks.
	Add public API security regressions and independent legacy PKCS#8 import checks.
	Treat a random base sharing a factor with the modulus as a failed RSA prime recovery trial, so inconsistent (n, e, d) keys are rejected instead of imported with a composite factor.
	Return <<>> from Concat KDF for a zero key length instead of looping indefinitely, and reject negative lengths with badarg.
	Erlang/OTP 29 compatibility: decode X25519/X448 PKCS#8 private keys, encode EC SubjectPublicKeyInfo DER, and replace deprecated catch Expr expressions.


	Notes	Deployments relying on unavailable native algorithms must explicitly enable crypto_fallback and review the timing limitations. Native providers remain preferred.
	Tested on Erlang/OTP 28 and 29.



1.11.12 (2025-11-20)
	Fixes	Properly handle nil from Elixir maps when encoding with the builtin json Erlang/OTP module; see #184
	Drop required Elixir version back from 1.16 -> 1.13; see #185



1.11.11 (2025-11-17)
	Fixes	EC key decode/encode issues in OTP 28; see #180, #181, #182, #179
	EdDSA key issues with OTP 27.1.3+; see #177


	Notes	This will hopefully be one of the last 1.x releases, next release will be 2.x



1.11.10 (2024-04-17)
	Fixes	Various type spec fixes; see #165 and #166.



1.11.9 (2024-04-08)
	Fixes	Change Elixir dependency on dialyxer to only be used in dev and test, thanks to @requestben and @dvic; see #162 and #163.
	rebar3 upgrade errors fixed; see #160 and #163.



1.11.8 (2024-04-07)
	Fixes	Removes use of dynamic() type spec so OTP 24 and OTP 25 are still supported for now.



1.11.7 (2024-04-07)
	Security Patches	CVE-2023-50966: Add jose:pbes2_count_maximum/0.  By default, the maximum iterations are set to 10,000 and it will raise an error if p2c is larger than this value.


	Changes	Declare Poison as an optional dependency, thanks to [@lnikkila][https://github.com/lnikkila]; see #144.
	Ensure jiffy:encode/1 returns a binary, thanks to @ssepml; see #145.
	Various type spec additions and dialyzer/dialyxir integrations, thanks to @whatyouhide and @maennchen.
	Doc updates and fixes, thanks to @aymanosman and @adamu; see #158 and #159.



1.11.6 (2023-07-18)
	Fixes	Use sha256 instead of sha when validating RSA signing supportability, thanks to @pavledjo; see #142.



1.11.5 (2022-12-16)
	Fixes	Remove dependency on parse_transform for jose_base64 and jose_base64url.



1.11.4 (2022-12-15)
	Enhancements	Add support for native crypto operations for Ed25519 and Ed448, thanks to @brettbeatty; see #123.
	Add support for native crypto operations for ChaCha20-Poly1305 and XChaCha20-Poly1305, when available.
	Add support for libsodium operations for XChaCha20-Poly1305, when available.
	Add support for thoas JSON encode/decode, thanks to @michaelklishin; see #126.
	Add support for ES256K which uses the secp256k1 curve and RS1 signatures (see 291dbb8).
	Add support for ECDH-1PU JOSE.JWK.box_encrypt_ecdh_1pu and ECDH-ES JOSE.JWK.box_encrypt_ecdh_es and document the deprecated JOSE.JWK.box_encrypt.
	Add support for ECDH-SS JOSE.JWK.box_encrypt_ecdh_ss.
	Hide kty field when inspecting %JOSE.JWK{} strict, thanks to @spencerdcarlson; see #139


	Fixes	Version mismatch causing rebar3 to constantly try to update; see #122.
	Fix Ed25519 and Ed448 key DER/PEM encode/decode for OTP 25.
	Fix Ed25519ctx, Ed25519ph, Ed448, and Ed448ph when dealing with contexts so the implementation matches IETF RFC 8032.
	Drop direct usage of crypto:hmac/4, thanks to @thalesmg; see #136
	Replace incorrect usage of -include_lib with -include, thanks to @Richiban; see #140
	Update the CI jobs so they actually run the Elixir tests, thanks to @moogle19; see #137
	Change the master branch to main.



1.11.3 (2022-08-28) - unreleased
	This version was never actually released, but was referenced for a while on the master branch (see 43d3db4).

1.11.2 (2021-08-06)
	Fixes	Add compatability with OTP 24



1.11.1 (2020-12-23)
	Fixes	Fix compatibility with older OTP versions
	Fix AES detection on OTP 23
	Fix AES GCM bugs on OTP 23



1.11.0 (2020-11-24)
	Fixes	Add compatability layer to fix deprecated crypto functions.
	Use :extra_applications instead of :applications (bumps Elixir requirement to ~> 1.4).
	Conditionally compile Poison modules used for testing.



1.10.1 (2020-01-08)
	Fixes	Add PEM/DER compatibility layer for PKCS-8 incompatibilities with various versions of OTP, crypto, and public_key; see #82



1.10.0 (2020-01-03)
	Enhancements
	Remove base64url dependency and include embedded version.
	Add support for C20P and XC20P encryption based on draft-amringer-jose-chacha (ChaCha20/Poly1305 and XChaCha20/Poly1305).
	Add support for ECDH-ES keywrapping for AES-GCM, ChaCha20/Poly1305, and XChaCha20/Poly1305.
	Add support for PBES2 keywrapping for AES-GCM, ChaCha20/Poly1305, and XChaCha20/Poly1305.
	Add support for ECDH-1PU encryption based on draft-madden-jose-ecdh-1pu.
	Add support for reading/writing DER format (or PKCS8 format).


	Fixes
	Fix PSS salt length (thanks to @ntrepid8, see #65)
	Speed up and stabilize tests on CI environment.



1.9.0 (2018-12-31)
	Enhancements
	Add support for Jason JSON encoding and decoding.
	Add support for Poison 4.x and lexical ordering.
	Use public_key over cutkey for RSA key generation if available.
	Drop support for older versions of OTP (19+ now required).
	Relicense library under MIT license.


	Fixes
	Add macro so the application compiles without warnings after erlang:get_stacktrace/0 has been deprecated.
	Extra sanity check for RSA padding modes when falling back.



1.8.4 (2017-05-18)
	Enhancements	Add support for reading and writing PEM files for Ed25519, Ed448, X25519, and X448 keys based on draft-ietf-curdle-pkix.
	Add support for ojson adapter for encoding/decoding JSON.



1.8.3 (2017-03-30)
	Fixes	Regression fix from 1.8.2 for OTP-17 (thanks to @alexandrejbr, see #35 and #36)



1.8.2 (2017-03-15)
	Enhancements
	Add support for decoding firebase certificate public keys (thanks to @noizu, see #30)


	Fixes
	Fix cross-platform issues with EC signatures (specifically S and R sizes, thanks to @alexandrejbr, see #32)
	Typo in documentation for JOSE.encode/1 (thanks to @DaveLampton, see #31)


	Tests
	Tested against OTP 19.3, Elixir 1.4.x, and Poison 3.x



1.8.1 (2017-02-02)
	Fixes	Parentheses to remove ambiguity on Elixir 1.4 #26, thanks @alexandrubagu



1.8.0 (2016-08-08)
	Enhancements
	ChaCha20/Poly1305 encryption and one-time message authentication functions are experimentally supported based on RFC 7539.


	Fixes
	Handling invalid token without raising Exception #22
	JOSE.JWT.verify uses CPU intensively when signed is nil #23



Examples of new functionality:
iex> # Encrypt
iex> jwe = %{"alg" => "dir", "enc" => "ChaCha20/Poly1305"}
iex> jwk = JOSE.JWE.generate_key(jwe) |> JOSE.JWK.to_map |> elem(1)
%{"alg" => "dir", "enc" => "ChaCha20/Poly1305", "k" => "EffEuY2nbShIVtizmek8AuR7ftSuY2e8XRxGjMc8QAc", "kty" => "oct", "use" => "enc"}
iex> plain_text = "message to encrypt"
iex> encrypted = JOSE.JWK.block_encrypt(plain_text, jwk) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJDaGFDaGEyMC9Qb2x5MTMwNSJ9..lbsERynEgQS8CRXZ.D_kt8ChsaYWX9gL9tJlJ2n0E.y0o_TYjGlaB9sEEcA9o12A"

iex> # Decrypt
iex> plain_text == JOSE.JWK.block_decrypt(encrypted, jwk) |> elem(0)
true

iex> # Sign
iex> jws = %{"alg" => "Poly1305"}
iex> jwk = JOSE.JWS.generate_key(jws) |> JOSE.JWK.to_map |> elem(1)
%{"alg" => "Poly1305", "k" => "2X-OZVLA41Wy7mAjqWRaZyOw8FLyL3O3_f8d16D_-tQ", "kty" => "oct", "use" => "sig"}
iex> message = "message to sign"
iex> signed = JOSE.JWK.sign(message, jwk) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJQb2x5MTMwNSIsIm5vbmNlIjoicGExU1dlQzJVQzhwZlQ1NCJ9.bWVzc2FnZSB0byBzaWdu.IUI-PvN5bh_9jX-MeDtetw"

iex> # Verify
iex> JOSE.JWK.verify_strict(signed, ["Poly1305"], jwk) |> elem(0)
true
1.7.9 (2016-07-13)
	Fixes	Fixed JSON encoding bug in jose_json_poison_compat_encoder for projects using Poison as the JSON encoder where Erlang loads Elixir as a dependency.



1.7.8 (2016-07-08)
	Enhancements
	Updated EdDSA tests to comply with draft 04 of draft-ietf-jose-cfrg-curves-04.


	Fixes
	Fixed compression encoding bug for {"zip":"DEF"} operations (thanks to @amadden734 see potatosalad/ruby-jose#3)



1.7.7 (2016-06-30)
	Enhancements	Improved handling of RSA private keys in SMF (Straightforward Method) form to CRT (Chinese Remainder Theorem) form, see #19  This is especially useful for keys produced by Java programs using the RSAPrivateKeySpec API as mentioned in Section 9.3 of RFC 7517.
	Updated EdDSA operations to comply with draft 02 of draft-ietf-jose-cfrg-curves-02.



Example RSA SMF to CRT usage:
%% The following map of an RSA secret key is in SMF (Straightforward Method) form.
%% Notice that we only have d, e, and n for this secret key.
JWK = jose_jwk:from(#{
  <<"d">> => <<"WSAGFGM7fSyYn5NyBL0dp3kjHjQ3djjhQoOAFasoyeE">>,
  <<"e">> => <<"AQAB">>,
  <<"kty">> => <<"RSA">>,
  <<"n">> => <<"0PM6Aooi_KYkDA1r-S24SauFpfTRc5kiPLF3a1EhuY8">>
}).

%% If we convert it back to a map, it is now in CRT (Chinese Remainder Theorem) form.
%% Notice that the dp, dq, p, q, and qi have been restored.
element(2, jose_jwk:to_map(JWK)) =:= #{
  <<"d">> => <<"WSAGFGM7fSyYn5NyBL0dp3kjHjQ3djjhQoOAFasoyeE">>,
  <<"dp">> => <<"G00J545ym1bqC9hnFDo3aQ">>,
  <<"dq">> => <<"tt0FvEZgKli6IL4rVKx3cw">>,
  <<"e">> => <<"AQAB">>,
  <<"kty">> => <<"RSA">>,
  <<"n">> => <<"0PM6Aooi_KYkDA1r-S24SauFpfTRc5kiPLF3a1EhuY8">>,
  <<"p">> => <<"9O5YQ0w6PIpDl6c6yqwyKQ">>,
  <<"q">> => <<"2mScgy86M3q6b301UAU09w">>,
  <<"qi">> => <<"Wrp0SgcGgTT5WmeuHD6Sqw">>
}.
1.7.6 (2016-06-29)
	Fixes	Compatibility fixes for OTP 19 and Elixir 1.3



1.7.5 (2016-05-13)
	Fixes	Removed leftover development file accidentally included in last release.



1.7.4 (2016-05-13)
	Enhancements
	More detailed documentation on key generation.


	Fixes
	Replaced usage of crypto:rand_bytes/1 with crypto:strong_rand_bytes/1 in preparation for Elixir 1.3 and OTP 19 (thanks to @asonge for #17).



1.7.3 (2016-03-17)
	Fixes	JOSE.JWT.encrypt/2 now uses JOSE.JWK.block_encryptor/1 properly.



1.7.2 (2016-03-16)
	Enhancements	Better support for lists of terms.
	Added merge functions:	JOSE.JWE.merge/2
	JOSE.JWK.merge/2
	JOSE.JWS.merge/2
	JOSE.JWT.merge/2


	Added signer, verifier, and block_encryptor functions:	JOSE.JWK.signer/1
	JOSE.JWK.verifier/1
	JOSE.JWK.block_encryptor/1


	Support for "alg", "enc", and "use" on keys.



Examples of new functionality:
iex> # Let's generate a 64 byte octet key
iex> jwk = JOSE.JWK.generate_key({:oct, 64}) |> JOSE.JWK.to_map |> elem(1)
%{"k" => "FXSy7PufOayusvfyKQzdxCegm7yWIMp1b0LD13v57Nq2wF_B-fcr7LDOkufDikmFFsVYWLgrA2zEB--_qqDn3g", "kty" => "oct"}

iex> # Based on the key's size and type, a default signer (JWS) can be determined
iex> JOSE.JWK.signer(jwk)
%{"alg" => "HS512"}

iex> # A list of algorithms for which this key type can be verified against can also be determined
iex> JOSE.JWK.verifier(jwk)
["HS256", "HS384", "HS512"]

iex> # Based on the key's size and type, a default enctypro (JWE) can be determined
iex> JOSE.JWK.block_encryptor(jwk)
%{"alg" => "dir", "enc" => "A256CBC-HS512"}

iex> # Keys can be generated based on the signing algorithm (JWS)
iex> JOSE.JWS.generate_key(%{"alg" => "HS256"}) |> JOSE.JWK.to_map |> elem(1)
%{"alg" => "HS256", "k" => "UuP3Tw2xbGV5N3BGh34cJNzzC2R1zU7i4rOnF9A8nqY", "kty" => "oct", "use" => "sig"}

iex> # Keys can be generated based on the encryption algorithm (JWE)
iex> JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A128GCM"}) |> JOSE.JWK.to_map |> elem(1)
%{"alg" => "dir", "enc" => "A128GCM", "k" => "8WNdBjXXwg6QTwrrOnvEPw", "kty" => "oct", "use" => "enc"}

iex> # Example of merging a map into an existing JWS (also works with JWE, JWK, and JWT)
iex> jws = JOSE.JWS.from(%{"alg" => "HS256"})
iex> JOSE.JWS.merge(jws, %{"typ" => "JWT"}) |> JOSE.JWS.to_map |> elem(1)
%{"alg" => "HS256", "typ" => "JWT"}
1.7.1 (2016-03-08)
	Enhancements	New Edwards-curve Digital Signature Algorithm (EdDSA) version 04 is out, update test vectors and remove support for 32 byte secrets for Ed448 and Ed448ph.



1.7.0 (2016-03-01)
	Enhancements
	Add support for libdecaf NIF which provides support for;	Ed25519
	Ed25519ph
	Ed448
	Ed448ph
	X25519
	X448




	Fixes
	Return 56 bytes instead of 57 bytes when converting between edwards448 and curve448.
	EdDSA related refactoring/cleanup.



1.6.1 (2016-02-05)
	Enhancements	Add support for NIF version of keccakf1600 library with jose_sha3_keccakf1600_nif (version 2 and up) for even faster SHA-3 operations.



1.6.0 (2016-01-20)
	Enhancements
	Add Ed448 and Ed448ph standards from draft-irtf-cfrg-eddsa.
	Add support for keccakf1600 library with jose_sha3_keccakf1600 for faster SHA-3 operations.
	Many, many more tests.


	Fixes
	Fix pure Erlang implementation of SHA-3 algorithms.



1.5.2 (2016-01-19)
	Enhancements
	Documentation of the encryption algorithms, specifically JOSE.JWE.


	Fixes
	Corrected optional callbacks issue for Elixir.
	More consistent behavior for ECDH related encryption and decryption.



1.5.1 (2016-01-16)
	Fixes	Corrected formatting on some of the documentation.
	Fixed optional callbacks for jose_jwk_kty:sign/3



1.5.0 (2016-01-16)
	Enhancements	Support OKP key type with the following curves:	Ed25519 (external libsodium or fallback supported)
	Ed25519ph (external libsodium or fallback supported)
	X25519 (external libsodium or fallback supported)
	Ed448 (no external, no fallback)
	Ed448ph (no external, no fallback)
	X448 (no external, but fallback supported)


	Support SHA-3 functions for future use with Ed448 and Ed448ph.
	Add jose_jwk:shared_secret/2 for computing the shared secret between two EC or OKP keys.



1.4.2 (2015-11-30)
	Enhancements
	Support PKCS#8 formatted private key PEM files. See #13


	Fixes
	Add missing guards in jose_jws:sign/4 #11
	Add missing guards in jose_jwe:block_encrypt/5



1.4.1 (2015-11-18)
	Enhancements
	Added JOSE.JWS.peek_signature/1 for inspecting the signature parts of a signed binary.
	JOSE.JWS.compact/1 and JOSE.JWS.expand/1 now work with signed lists.
	First pass at documenting all of the major JOSE modules. JOSE.JWE still needs more examples. Closes #7


	Fixes
	Fix infinite loop on JOSE.JWE.key_decrypt/3 when no "enc" has been specified.
	Fix various functions on JOSE.JWE that would fail due to JOSE.JWE.from_record/1 on wrong terms.



1.4.0 (2015-11-17)
	Enhancements	Added JOSE.unsecured_signing/0 and JOSE.unsecured_signing/1 for disabling the "none" algorithm due to the unsecured signing vulnerability and in relation to #10
	Added JOSE.JWK.verify_strict/3, JOSE.JWS.verify_strict/3, and JOSE.JWT.verify_strict/3 for whitelisting which signing algorithms are allowed for verification.
	Added JOSE.JWT.peek_payload/1 and JOSE.JWT.peek_protected/1 for inspecting the payload and protected parts of a signature.



1.3.0 (2015-09-22)
	Enhancements
	oct key management (see JOSE.JWK.from_oct/1,2)
	Key generation functions for EC, RSA, and oct keys (see JOSE.JWK.generate_key/1)
	Add JOSE.JWK.box_encrypt/2 which generates an ephemeral private key based on the given key curve.
	Add support for detecting OTP version 18 and up with optional_callbacks.
	Document key generation under examples/KEY-GENERATION.md
	jiffy and jsone JSON support
	Begin documenting the Elixir API (thanks to #8)
	Add support for jose_jws:peek/1 and jose_jwt:peek/1
	Preparations for future upstream OTP crypto changes.	Improved detection of AES CBC, ECB, and GCM support.
	Improved detection of RSAES-OAEP, RSAES-PKCS1-v1_5, RSASSA-PKCS1-v1_5, and RSASSA-PSS support.
	Implemented fallback RSAES-PKCS1-v1_5 and RSASSA-PKCS1-v1_5 algorithms.
	Improved selection of encryptor for oct keys.
	Improved algorithm support detection for jose_jwa.




	Fixes
	Remove "sph" from jose_jws (removed from JWS Unencoded Payload Option).


	Tests
	Only run 1 in 10 for AES GCM and 1 in 5 for AES KW CAVP test vectors to speed up tests.
	Additional tests for RSAES-PKCS1-v1_5 and RSASSA-PKCS1-v1_5 algorithms.



1.2.0 (2015-08-14)
	Enhancements
	Add RSA PKCS-1 algorithms to support detection.
	Add support for crypto_fallback option to enable/disable non-native cryptographic algorithms.
	Add support for json_module option for encoding/decoding of JSON.


	Fixes
	Fix AES GCM algorithm for non 96-bit IV values.
	Allow RSA OAEP to specify Seed on encrypt.


	Tests
	NIST and EMC test vectors for AES, PKCS-1, and PKCS-5.
	Concat KDF, PBKDF1, and PKCS-7 Padding informal verification.
	AES Key Wrap informal verification with NIST test vectors.



1.1.3 (2015-08-10)
	Fixes	Missed a case where jose was not starting automatically (see 1.1.2).



1.1.2 (2015-08-10)
	Enhancements	Automatically start jose if one of the fallback algorithms is required.



1.1.1 (2015-08-07)
	Fixes	Fix bit sizes for A128CBC-HS256, A192CBC-HS384, and A256CBC-HS512 algorithms.
	Don't precompute the GHASH table (speeds up AES GCM fallback on OTP 17).
	Use case statement instead of map pattern matching for block_decrypt (fixes map pattern matching bug on OTP 17).
	Allow mostly empty EC keys to be converted back to JSON.
	Add jose_jwk_props property test for full algorithm range of encryption and decryption.



1.1.0 (2015-08-06)
	Enhancements
	Detect supported crypto AES ciphers and use fallbacks when necessary.
	Detect EC key mode (to support OTP 17.5).
	Mostly pure Erlang implementation of AES GCM and GHASH functions.
	Add JOSE.JWA module for Elixir.


	Fixes
	All tests now pass on OTP 17.5 and OTP 18.
	Fallback to non-native crypto implementations for OTP 17.5.



1.0.1 (2015-08-05)
	Dependencies	Use base64url package from hex.pm



1.0.0 (2015-08-05)
	Initial Release

	Algorithm Support
	JSON Web Encryption (JWE) RFC 7516	"alg" RFC 7518 Section 4	RSA1_5
	RSA-OAEP
	RSA-OAEP-256
	A128KW
	A192KW
	A256KW
	dir
	ECDH-ES
	ECDH-ES+A128KW
	ECDH-ES+A192KW
	ECDH-ES+A256KW
	A128GCMKW
	A192GCMKW
	A256GCMKW
	PBES2-HS256+A128KW
	PBES2-HS384+A192KW
	PBES2-HS512+A256KW


	"enc" RFC 7518 Section 5	A128CBC-HS256
	A192CBC-HS384
	A256CBC-HS512
	A128GCM
	A192GCM
	A256GCM


	"zip" RFC 7518 Section 7.3	DEF




	JSON Web Key (JWK) RFC 7517	"alg" RFC 7518 Section 6	EC
	RSA
	oct




	JSON Web Signature (JWS) RFC 7515	"alg" RFC 7518 Section 3	HS256
	HS384
	HS512
	RS256
	RS384
	RS512
	ES256
	ES384
	ES512
	PS256
	PS384
	PS512
	none









  

    Examples: Key Generation

There are four key generation methods described below for each key type:
	Method 1: OpenSSL
	Method 2: jose_jwk:generate_key/1 or JOSE.JWK.generate_key/1
	Method 3: jose_jwe:generate_key/1 or JOSE.JWE.generate_key/1
	Method 4: jose_jws:generate_key/1 or JOSE.JWS.generate_key/1

EC
The three curve types defined in the JWA RFC 7518 for the EC key type are:
	"P-256" (openssl curve secp256r1)
	"P-384" (openssl curve secp384r1)
	"P-521" (openssl curve secp521r1)

Method 1
The basic formula for key generation is openssl ecparam -name CURVE -genkey -noout -out FILE, for example:
openssl ecparam -name secp256r1 -genkey -noout -out ec-secp256r1.pem
openssl ecparam -name secp384r1 -genkey -noout -out ec-secp384r1.pem
openssl ecparam -name secp521r1 -genkey -noout -out ec-secp521r1.pem

The PEM files can then be read using jose_jwk:from_pem_file/1 or JOSE.JWK.from_pem_file/1:
jwk = JOSE.JWK.from_pem_file("ec-secp256r1.pem")
Method 2
The curve names are the same as the ones for OpenSSL.
jwk = JOSE.JWK.generate_key(:secp256r1)
jwk = JOSE.JWK.generate_key(:secp384r1)
jwk = JOSE.JWK.generate_key(:secp521r1)

# Alternative explicit syntax:
jwk = JOSE.JWK.generate_key({:ec, :secp256r1})
jwk = JOSE.JWK.generate_key({:ec, :secp384r1})
jwk = JOSE.JWK.generate_key({:ec, :secp521r1})

# Alternative curve alias syntax:
jwk = JOSE.JWK.generate_key({:ec, "P-256"})
jwk = JOSE.JWK.generate_key({:ec, "P-384"})
jwk = JOSE.JWK.generate_key({:ec, "P-521"})
Keys may also be generated based on other keys.  The new key will use the same curve as the supplied key.
old_jwk = JOSE.JWK.from_pem_file("ec-secp256r1.pem")
new_jwk = JOSE.JWK.generate_key(old_jwk)
Method 3
If you have a JWE header with an "epk" field, a new key will be generated based on the same key type of the "epk".  Otherwise, the P-521 curve will be used.
# Based on the "epk" field.
epk = JOSE.JWK.generate_key({:ec, "P-256"})
jwe = JOSE.JWE.from_map(%{"alg" => "ECDH-ES", "enc" => "A128GCM", "epk" => epk |> JOSE.JWK.to_map |> elem(1)})
jwk = JOSE.JWE.generate_key(jwe)

# Otherwise, defaults to "P-521".
jwk = JOSE.JWE.generate_key(%{"alg" => "ECDH-ES", "enc" => "A128GCM"})
Method 4
If you have a JWS header with one of the ECDSA signature algorithms specified, a corresponding EC key will be generated with the correct curve for the signature type.
jwk_ec256 = JOSE.JWS.generate_key(%{"alg" => "ES256"})
jwk_ec384 = JOSE.JWS.generate_key(%{"alg" => "ES384"})
jwk_ec521 = JOSE.JWS.generate_key(%{"alg" => "ES512"})
oct
This key type is simply an octet or byte sequence (see RFC 7518 Section 6.4).
Method 1
The basic formula for generating a random octet sequence is openssl rand -out FILE BYTE_SIZE, for example:
openssl rand -out oct-128-bit.bin 16

The binary file can then be read using jose_jwk:from_oct_file/1 or JOSE.JWK.from_oct_file/1:
jwk = JOSE.JWK.from_oct_file("oct-128-bit.bin")
Method 2
Calling either of these functions with an integer will generate a random octet sequence.
jwk = JOSE.JWK.generate_key(16)

# Alternative explicit syntax:
jwk = JOSE.JWK.generate_key({:oct, 16})
Keys may also be generated based on other keys.  The new key will use the same byte size as the supplied key.
old_jwk = JOSE.JWK.from_oct_file("oct-128-bit.bin")
new_jwk = JOSE.JWK.generate_key(old_jwk)
Method 3
If you have a JWE header with an "alg" field that requires a symmetric key, a new oct key will be generated based on the byte size required of "alg" and/or "enc".
jwk_oct16 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A128GCM"})
jwk_oct24 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A192GCM"})
jwk_oct32 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A256GCM"})
jwk_oct32 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A128CBC-HS256"})
jwk_oct48 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A192CBC-HS384"})
jwk_oct64 = JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A256CBC-HS512"})
Method 4
If you have a JWS header with an "alg" field that requires a symmetric key, a new oct key will be generated based on the byte size recommended for "alg".
jwk_oct32 = JOSE.JWS.generate_key(%{"alg" => "HS256"})
jwk_oct48 = JOSE.JWS.generate_key(%{"alg" => "HS384"})
jwk_oct64 = JOSE.JWS.generate_key(%{"alg" => "HS512"})
OKP
This key type is an octet key pair with an associated curve (see draft-ietf-jose-cfrg-curves).
Method 1
NOTE: Only Ed25519 is currently supported by ssh-keygen.
The basic formula for generating a octet key pair is ssh-keygen -t TYPE -f FILE, for example:
ssh-keygen -t ed25519 -f ed25519

The private key file can then be read using jose_jwk:from_openssh_key_file/1 or JOSE.JWK.from_openssh_key_file/1:
jwk = JOSE.JWK.from_openssh_key_file("ed25519")
Method 2
Calling either of these functions with a specified curve will generate an octet key pair.  You may also specify the secret portion of the key after the curve.
% Curve25519
jwk_Ed25519   = JOSE.JWK.generate_key({:okp, :Ed25519})
jwk_Ed25519ph = JOSE.JWK.generate_key({:okp, :Ed25519ph})
jwk_X25519    = JOSE.JWK.generate_key({:okp, :X25519})

% Curve448
jwk_Ed448   = JOSE.JWK.generate_key({:okp, :Ed448})
jwk_Ed448ph = JOSE.JWK.generate_key({:okp, :Ed448ph})
jwk_X448    = JOSE.JWK.generate_key({:okp, :X448})
Keys may also be generated based on other keys.  The new key will use the same curve as the supplied key.
old_jwk = JOSE.JWK.from_openssh_key_file("ed25519")
new_jwk = JOSE.JWK.generate_key(old_jwk)
Method 3
If you have a JWE header with an "epk" field, a new key will be generated based on the same key type of the "epk".
# Based on the "epk" field.
epk = JOSE.JWK.generate_key({:okp, :X25519})
jwe = JOSE.JWE.from_map(%{"alg" => "ECDH-ES", "enc" => "A128GCM", "epk" => epk |> JOSE.JWK.to_map |> elem(1)})
jwk = JOSE.JWE.generate_key(jwe)
Method 4
If you have a JWS header with one of the EdDSA signature algorithms specified, a corresponding OKP key will be generated with the correct curve for the signature type.
jwk_Ed25519   = JOSE.JWS.generate_key(%{"alg" => "Ed25519"})
jwk_Ed25519ph = JOSE.JWS.generate_key(%{"alg" => "Ed25519ph"})
jwk_Ed448     = JOSE.JWS.generate_key(%{"alg" => "Ed448"})
jwk_Ed448ph   = JOSE.JWS.generate_key(%{"alg" => "Ed448ph"})
# EdDSA defaults to Ed25519
jwk_EdDSA     = JOSE.JWS.generate_key(%{"alg" => "EdDSA"})
RSA
Both two-prime and multi-prime RSA keys are supported by RFC 7518 Section 6.3, but currently only two-prime RSA keys can be generated by OpenSSL-based generators.
See test/jose_SUITE_data/rsa-multi.pem for an example multi-prime RSA key.
Method 1
The basic formula for generating a RSA key is openssl genrsa -out FILE BIT_SIZE, for example:
openssl genrsa -out rsa-2048.pem 2048

The PEM file can then be read using jose_jwk:from_pem_file/1 or JOSE.JWK.from_pem_file/1:
jwk = JOSE.JWK.from_pem_file("rsa-2048.pem")
Method 2
Note: RSA key generation is dependent on cutkey, which must be included as a dependency.  An error will be thrown if cutkey is not found.
The modulus bit size is the only required argument.  Optionally, you may specify the public exponent as the second argument (default is 65537).
jwk = JOSE.JWK.generate_key({:rsa, 2048})

# Alternative explicit syntax with public exponent:
jwk = JOSE.JWK.generate_key({:rsa, 4096, 65537})
Keys may also be generated based on other keys.  The new key will use the same modulus size and public exponent as the supplied key.
old_jwk = JOSE.JWK.from_pem_file("rsa-2048.pem")
new_jwk = JOSE.JWK.generate_key(old_jwk)
Method 3
If you have a JWE header with an "alg" field that requires an asymmetric RSA key, a new RSA key will be generated. 2048-bit keys are generated in these cases.
jwk_rsa1_5      = JOSE.JWE.generate_key(%{"alg" => "RSA1_5", "enc" => "A128GCM"})
jwk_rsa_oaep    = JOSE.JWE.generate_key(%{"alg" => "RSA-OAEP", "enc" => "A128GCM"})
jwk_rsa_oaep256 = JOSE.JWE.generate_key(%{"alg" => "RSA-OAEP-256", "enc" => "A128GCM"})
Method 4
If you have a JWS header with one of the RSA PKCS1 or PSS signature algorithms specified, a corresponding RSA key will be generated with a recommended modulus size based on the digest type.
# RS256, RS384, RS512
jwk_rsa2048 = JOSE.JWS.generate_key(%{"alg" => "RS256"})
jwk_rsa3072 = JOSE.JWS.generate_key(%{"alg" => "RS384"})
jwk_rsa4096 = JOSE.JWS.generate_key(%{"alg" => "RS512"})

# PS256, PS384, PS512
jwk_rsa2048 = JOSE.JWS.generate_key(%{"alg" => "PS256"})
jwk_rsa3072 = JOSE.JWS.generate_key(%{"alg" => "PS384"})
jwk_rsa4096 = JOSE.JWS.generate_key(%{"alg" => "PS512"})


  

    Algorithms

	Algorithm	Purpose	OTP 17	OTP 18	OTP 19	Fallback	Definition
	AES CBC 128-bit	Encryption	X	X	X	jose_jwa_aes	NIST.800-38A
	AES CBC 192-bit	Encryption			X	jose_jwa_aes	NIST.800-38A
	AES CBC 256-bit	Encryption	X	X	X	jose_jwa_aes	NIST.800-38A
	AES CTR 128-bit	Encryption	X	X	X		NIST.800-38A
	AES CTR 192-bit	Encryption	X	X	X		NIST.800-38A
	AES CTR 256-bit	Encryption	X	X	X		NIST.800-38A
	AES ECB 128-bit	Encryption		X	X	jose_jwa_aes	NIST.800-38A
	AES ECB 192-bit	Encryption			X	jose_jwa_aes	NIST.800-38A
	AES ECB 256-bit	Encryption		X	X	jose_jwa_aes	NIST.800-38A
	AES GCM 128-bit	Encryption		X	X	jose_jwa_aes	NIST.800-38D
	AES GCM 192-bit	Encryption		X	X	jose_jwa_aes	NIST.800-38D
	AES GCM 256-bit	Encryption		X	X	jose_jwa_aes	NIST.800-38D
	ChaCha20/Poly1305	Encryption				jose_jwa_chacha20_poly1305	RFC 7539
	RSAES-OAEP	Encryption	X	X	X	jose_jwa_pkcs1	RFC 3447
	RSAES-OAEP-256	Encryption				jose_jwa_pkcs1	RFC 3447
	RSAES-PKCS1-v1_5	Encryption	X	X	X	jose_jwa_pkcs1	RFC 3447
	RSASSA-PKCS1-v1_5	Signature	X	X	X	jose_jwa_pkcs1	RFC 3447
	RSASSA-PSS	Signature				jose_jwa_pkcs1	RFC 3447

There are also several "helper" algorithms used with the above that have no native implementations currently in OTP:
	Algorithm	Purpose	Fallback	Definition
	AES Key Wrap	Key Wrap	jose_jwa_aes_kw	RFC 3394
	Concat KDF	Key Derivation	jose_jwa_concat_kdf	NIST.800-56A
	MGF1	Mask Generation	jose_jwa_pkcs1	RFC 3447
	PBKDF1	Key Derivation	jose_jwa_pkcs5	RFC 2898
	PBKDF2	Key Derivation	jose_jwa_pkcs5	RFC 2898
	PKCS #7 Padding	Padding	jose_jwa_pkcs7	RFC 2315

The following are algorithms related to the draft CFRG ECDH and signatures in JOSE:
	Algorithm	Purpose	External	Fallback	Definition
	Ed25519	Signature	libdecaf, libsodium	jose_jwa_curve25519	EdDSA
	Ed25519ph	Signature	libdecaf, libsodium	jose_jwa_curve25519	EdDSA
	Ed448	Signature	libdecaf	jose_jwa_curve448	EdDSA
	Ed448ph	Signature	libdecaf	jose_jwa_curve448	EdDSA
	SHAKE256	Hash	keccakf1600, libdecaf	jose_jwa_sha3	FIPS 202
	X25519	Key Exchange	libsodium	jose_jwa_curve25519	RFC 7748
	X448	Key Exchange	libdecaf	jose_jwa_curve448	RFC 7748



  

    
JOSE 
    



      
JOSE stands for JSON Object Signing and Encryption which is a is a set of
standards established by the JOSE Working Group.
JOSE is split into 5 main components:
	JOSE.JWA - JSON Web Algorithms (JWA) RFC 7518
	JOSE.JWE - JSON Web Encryption (JWE) RFC 7516
	JOSE.JWK - JSON Web Key (JWK)        RFC 7517
	JOSE.JWS - JSON Web Signature (JWS)  RFC 7515
	JOSE.JWT - JSON Web Token (JWT)      RFC 7519

Additional specifications and drafts implemented:
	JSON Web Key (JWK) Thumbprint RFC 7638
	JWS Unencoded Payload Option  RFC 7797


      


      
        Summary


  
    Functions
  


    
      
        chacha20_poly1305_module()

      


        Gets the current ChaCha20/Poly1305 module used by jose_chacha20_poly1305.



    


    
      
        chacha20_poly1305_module(module)

      


        Sets the current ChaCha20/Poly1305 module used by jose_chacha20_poly1305.



    


    
      
        crypto_fallback()

      


        Gets the current Cryptographic Algorithm Fallback state



    


    
      
        crypto_fallback(boolean)

      


        Sets the current Cryptographic Algorithm Fallback state.



    


    
      
        curve448_module()

      


        Gets the current Curve448 module used by jose_curve448



    


    
      
        curve448_module(module)

      


        Sets the current Curve448 module used by jose_curve448.



    


    
      
        curve25519_module()

      


        Gets the current Curve25519 module used by jose_curve25519



    


    
      
        curve25519_module(module)

      


        Sets the current Curve25519 module used by jose_curve25519.



    


    
      
        decode(binary)

      


        Decodes JSON to a term using the module returned by json_module/0.



    


    
      
        encode(term)

      


        Encodes a term to JSON using the module returned by json_module/0.



    


    
      
        json_module()

      


        Gets the current JSON module used by decode/1 and encode/1, see json_module/1 for default.



    


    
      
        json_module(module)

      


        Sets the current JSON module used by decode/1 and encode/1.



    


    
      
        sha3_module()

      


        Gets the current SHA3 module used by jose_sha3, see sha3_module/1 for default.



    


    
      
        sha3_module(module)

      


        Sets the current SHA3 module used by jose_sha3.



    


    
      
        unsecured_signing()

      


        Gets the current Unsecured Signing state, defaults to false.



    


    
      
        unsecured_signing(boolean)

      


        Sets the current Unsecured Signing state.



    





      


      
        Functions


        


  
    
      
    
    
      chacha20_poly1305_module()



        
          
        

    

  


  

      

          @spec chacha20_poly1305_module() :: module()


      


Gets the current ChaCha20/Poly1305 module used by jose_chacha20_poly1305.
See chacha20_poly1305_module/1 for default.

  



  
    
      
    
    
      chacha20_poly1305_module(module)



        
          
        

    

  


  

      

          @spec chacha20_poly1305_module(module()) :: :ok


      


Sets the current ChaCha20/Poly1305 module used by jose_chacha20_poly1305.
Currently supported ChaCha20/Poly1305 modules (first found is used as default):
	crypto - only when 96-bit nonce is supported
	libsodium
	jose_jwa_chacha20_poly1305 - only supported when crypto_fallback/0 is true

Additional modules that implement the jose_chacha20_poly1305 behavior may also be used.

  



  
    
      
    
    
      crypto_fallback()



        
          
        

    

  


  

      

          @spec crypto_fallback() :: boolean()


      


Gets the current Cryptographic Algorithm Fallback state
Defaults to false.

  



  
    
      
    
    
      crypto_fallback(boolean)



        
          
        

    

  


  

      

          @spec crypto_fallback(boolean()) :: :ok


      


Sets the current Cryptographic Algorithm Fallback state.

  



  
    
      
    
    
      curve448_module()



        
          
        

    

  


  

      

          @spec curve448_module() :: module()


      


Gets the current Curve448 module used by jose_curve448
See curve448_module/1 for default.

  



  
    
      
    
    
      curve448_module(module)



        
          
        

    

  


  

      

          @spec curve448_module(module()) :: :ok


      


Sets the current Curve448 module used by jose_curve448.
Currently supported Curve448 modules (first found is used as default):
	libdecaf
	jose_jwa_curve448 - only supported when crypto_fallback/0 is true

Additional modules that implement the jose_curve448 behavior may also be used.

  



  
    
      
    
    
      curve25519_module()



        
          
        

    

  


  

      

          @spec curve25519_module() :: module()


      


Gets the current Curve25519 module used by jose_curve25519
See curve25519_module/1 for default.

  



  
    
      
    
    
      curve25519_module(module)



        
          
        

    

  


  

      

          @spec curve25519_module(module()) :: :ok


      


Sets the current Curve25519 module used by jose_curve25519.
Currently supported Curve25519 modules (first found is used as default):
	libdecaf
	libsodium
	jose_jwa_curve25519 - only supported when crypto_fallback/0 is true

Additional modules that implement the jose_curve25519 behavior may also be used.

  



  
    
      
    
    
      decode(binary)



        
          
        

    

  


  

      

          @spec decode(binary()) :: term()


      


Decodes JSON to a term using the module returned by json_module/0.
Returns the decoded term, or raises if binary contains invalid JSON.

  



  
    
      
    
    
      encode(term)



        
          
        

    

  


  

      

          @spec encode(term()) :: binary()


      


Encodes a term to JSON using the module returned by json_module/0.
Returns the encoded JSON, or raises if term cannot be encoded.

  



  
    
      
    
    
      json_module()



        
          
        

    

  


  

      

          @spec json_module() :: module()


      


Gets the current JSON module used by decode/1 and encode/1, see json_module/1 for default.

  



  
    
      
    
    
      json_module(module)



        
          
        

    

  


  

      

          @spec json_module(module()) :: :ok


      


Sets the current JSON module used by decode/1 and encode/1.
Currently supported JSON modules (first found is used as default):
	ojson
	Jason
	Poison
	jiffy
	jsone
	jsx

Additional modules that implement the :jose_json behavior may also be used.

  



  
    
      
    
    
      sha3_module()



        
          
        

    

  


  

      

          @spec sha3_module() :: module()


      


Gets the current SHA3 module used by jose_sha3, see sha3_module/1 for default.

  



  
    
      
    
    
      sha3_module(module)



        
          
        

    

  


  

      

          @spec sha3_module(module()) :: :ok


      


Sets the current SHA3 module used by jose_sha3.
Currently supported SHA3 modules (first found is used as default):
	keccakf1600
	libdecaf
	jose_jwa_sha3 - only supported when crypto_fallback/0 is true

Additional modules that implement the jose_sha3 behavior may also be used.

  



  
    
      
    
    
      unsecured_signing()



        
          
        

    

  


  

      

          @spec unsecured_signing() :: boolean()


      


Gets the current Unsecured Signing state, defaults to false.

  



  
    
      
    
    
      unsecured_signing(boolean)



        
          
        

    

  


  

      

          @spec unsecured_signing(boolean()) :: :ok


      


Sets the current Unsecured Signing state.
Enables/disables the "none" algorithm used for signing and verifying.
See Critical vulnerabilities in JSON Web Token libraries for more information.

  


        

      


  

    
JOSE.JWA 
    



      
JWA stands for JSON Web Algorithms which is defined in RFC 7518.
Cryptographic Algorithm Fallback
Native implementations of all cryptographic and public key algorithms
required by the JWA specifications are not present in current versions
of Elixir and OTP.
JOSE will detect whether a specific algorithm is natively supported or not
and, by default, it will mark the algorithm as unsupported if a native
implementation is not found.
However, JOSE also has pure Erlang versions of many of the missing algorithms
which can be used as a fallback by calling JOSE.crypto_fallback/1 and
passing true.

      


      
        Summary


  
    Functions
  


    
      
        block_cipher(cipher)

      


        Returns the current module and first argument for the specified cipher.



    


    
      
        block_decrypt(cipher, key, cipher_text)

      


        Decrypts cipher_text according to cipher block cipher.



    


    
      
        block_decrypt(cipher, key, iv, cipher_text)

      


        Decrypts cipher_text according to cipher block cipher.



    


    
      
        block_encrypt(cipher, key, plain_text)

      


        Encrypts plain_text according to cipher block cipher.



    


    
      
        block_encrypt(cipher, key, iv, plain_text)

      


        Encrypts plain_text according to cipher block cipher.



    


    
      
        constant_time_compare(a, b)

      


        Performs a constant time comparison between two binaries to help avoid timing attacks.



    


    
      
        crypto_ciphers()

      


        Returns the current block ciphers and their associated modules.



    


    
      
        crypto_fallback()

      


        See JOSE.crypto_fallback/0



    


    
      
        crypto_fallback(boolean)

      


        See JOSE.crypto_fallback/1



    


    
      
        crypto_supports()

      


        Returns the current listing of supported :crypto and :public_key algorithms.



    


    
      
        decrypt_private(cipher_text, private_key, options)

      


        Decrypts cipher_text using the private_key.



    


    
      
        ec_key_mode()

      


        Returns either :binary or :list depending on the detected runtime behavior for EC keys.



    


    
      
        encrypt_public(plain_text, public_key, options)

      


        Encrypts plain_text using the public_key.



    


    
      
        is_block_cipher_supported(cipher)

      


        Checks whether the cipher is natively supported by :crypto or not.



    


    
      
        is_chacha20_poly1305_supported()

      


        Checks whether ChaCha20/Poly1305 support is available or not.



    


    
      
        is_rsa_crypt_supported(padding)

      


        Checks whether the padding is natively supported by :public_key or not.



    


    
      
        is_rsa_sign_supported(padding)

      


        Checks whether the padding is natively supported by :public_key or not.



    


    
      
        sign(message, digest_type, private_key, options)

      


        Signs the digested message using the digest_type and private_key.



    


    
      
        supports()

      


        Returns the current listing of supported JOSE algorithms.



    


    
      
        unsecured_signing()

      


        See JOSE.unsecured_signing/0



    


    
      
        unsecured_signing(boolean)

      


        See JOSE.unsecured_signing/1



    


    
      
        verify(message, digest_type, signature, public_key, options)

      


        Verifies the signature with the digested message using the digest_type and public_key.



    





      


      
        Functions


        


  
    
      
    
    
      block_cipher(cipher)



        
          
        

    

  


  

      

          @spec block_cipher(term()) :: {module(), term()}


      


Returns the current module and first argument for the specified cipher.
iex> JOSE.JWA.block_cipher({:aes_cbc, 128})
{:crypto, :aes_cbc128}
iex> JOSE.JWA.block_cipher({:aes_cbc, 192})
{:jose_jwa_unsupported, {:aes_cbc, 192}}
iex> JOSE.crypto_fallback(true)
:ok
iex> JOSE.JWA.block_cipher({:aes_cbc, 192})
{:jose_jwa_aes, {:aes_cbc, 192}}

  



  
    
      
    
    
      block_decrypt(cipher, key, cipher_text)



        
          
        

    

  


  

      

          @spec block_decrypt(term(), binary(), binary()) :: binary()


      


Decrypts cipher_text according to cipher block cipher.
Currently supported block ciphers:
	{:aes_ecb, 128} - AES ECB with 128-bit key size
	{:aes_ecb, 192} - AES ECB with 192-bit key size
	{:aes_ecb, 256} - AES ECB with 256-bit key size


  



  
    
      
    
    
      block_decrypt(cipher, key, iv, cipher_text)



        
          
        

    

  


  

      

          @spec block_decrypt(term(), binary(), binary(), binary()) :: binary()


      


Decrypts cipher_text according to cipher block cipher.
Currently supported block ciphers:
	{:aes_cbc, 128} - AES CBC with 128-bit key size and 128-bit iv size
	{:aes_cbc, 192} - AES CBC with 192-bit key size and 128-bit iv size
	{:aes_cbc, 256} - AES CBC with 256-bit key size and 128-bit iv size
	{:aes_gcm, 128} - AES GCM with 128-bit key size and variable iv size
	{:aes_gcm, 192} - AES GCM with 192-bit key size and variable iv size
	{:aes_gcm, 256} - AES GCM with 256-bit key size and variable iv size
	{:chacha20_poly1305, 256} - ChaCha20/Poly1305 with 256-bit key size and 96-bit iv size


  



  
    
      
    
    
      block_encrypt(cipher, key, plain_text)



        
          
        

    

  


  

      

          @spec block_encrypt(term(), binary(), binary()) :: binary()


      


Encrypts plain_text according to cipher block cipher.
Currently supported block ciphers:
	{:aes_ecb, 128} - AES ECB with 128-bit key size
	{:aes_ecb, 192} - AES ECB with 192-bit key size
	{:aes_ecb, 256} - AES ECB with 256-bit key size


  



  
    
      
    
    
      block_encrypt(cipher, key, iv, plain_text)



        
          
        

    

  


  

      

          @spec block_encrypt(term(), binary(), binary(), binary()) :: binary()


      


Encrypts plain_text according to cipher block cipher.
Currently supported block ciphers:
	{:aes_cbc, 128} - AES CBC with 128-bit key size and 128-bit iv size
	{:aes_cbc, 192} - AES CBC with 192-bit key size and 128-bit iv size
	{:aes_cbc, 256} - AES CBC with 256-bit key size and 128-bit iv size
	{:aes_gcm, 128} - AES GCM with 128-bit key size and variable iv size
	{:aes_gcm, 192} - AES GCM with 192-bit key size and variable iv size
	{:aes_gcm, 256} - AES GCM with 256-bit key size and variable iv size
	{:chacha20_poly1305, 256} - ChaCha20/Poly1305 with 256-bit key size and 96-bit iv size


  



  
    
      
    
    
      constant_time_compare(a, b)



        
          
        

    

  


  

      

          @spec constant_time_compare(binary(), binary()) :: boolean()


      


Performs a constant time comparison between two binaries to help avoid timing attacks.

  



  
    
      
    
    
      crypto_ciphers()



        
          
        

    

  


  

      

          @spec crypto_ciphers() :: [{term(), module()}]


      


Returns the current block ciphers and their associated modules.
iex> JOSE.JWA.crypto_ciphers()
[{{:aes_cbc, 128}, :crypto}, {{:aes_cbc, 192}, :crypto},
 {{:aes_cbc, 256}, :crypto}, {{:aes_ecb, 128}, :crypto},
 {{:aes_ecb, 192}, :crypto}, {{:aes_ecb, 256}, :crypto},
 {{:aes_gcm, 128}, :crypto}, {{:aes_gcm, 192}, :crypto},
 {{:aes_gcm, 256}, :crypto},
 {{:chacha20_poly1305, 256}, :jose_chacha20_poly1305}]

  



  
    
      
    
    
      crypto_fallback()



        
          
        

    

  


  

      

          @spec crypto_fallback() :: boolean()


      


See JOSE.crypto_fallback/0

  



  
    
      
    
    
      crypto_fallback(boolean)



        
          
        

    

  


  

      

          @spec crypto_fallback(boolean()) :: :ok


      


See JOSE.crypto_fallback/1

  



  
    
      
    
    
      crypto_supports()



        
          
        

    

  


  

      

          @spec crypto_supports() :: keyword()


      


Returns the current listing of supported :crypto and :public_key algorithms.
iex> JOSE.JWA.crypto_supports()
[ciphers: [aes_cbc: 128, aes_cbc: 192, aes_cbc: 256, aes_ecb: 128, aes_ecb: 192,
  aes_ecb: 256, aes_gcm: 128, aes_gcm: 192, aes_gcm: 256,
  chacha20_poly1305: 256],
 hashs: [:md5, :poly1305, :sha, :sha256, :sha384, :sha512, :shake256],
 public_keys: [:ec_gf2m, :ecdh, :ecdsa, :ed25519, :ed25519ph, :ed448, :ed448ph,
  :rsa, :x25519, :x448], rsa_crypt: [:rsa1_5, :rsa_oaep, :rsa_oaep_256],
 rsa_sign: [:rsa_pkcs1_padding, :rsa_pkcs1_pss_padding]]

  



  
    
      
    
    
      decrypt_private(cipher_text, private_key, options)



        
          
        

    

  


  

      

          @spec decrypt_private(binary(), :public_key.rsa_private_key(), atom() | keyword()) ::
  binary()


      


Decrypts cipher_text using the private_key.
Options
	:rsa_padding - one of :rsa_pkcs1_oaep_padding or :rsa_pkcs1_padding
	:rsa_oaep_md - sets the hashing algorithm for :rsa_pkcs1_oaep_padding, defaults to :sha
	:rsa_oaep_label - sets the label for :rsa_pkcs1_oaep_padding, defaults to <<>>


  



  
    
      
    
    
      ec_key_mode()



        
          
        

    

  


  

      

          @spec ec_key_mode() :: :binary | :list


      


Returns either :binary or :list depending on the detected runtime behavior for EC keys.

  



  
    
      
    
    
      encrypt_public(plain_text, public_key, options)



        
          
        

    

  


  

      

          @spec encrypt_public(binary(), :public_key.rsa_public_key(), atom() | keyword()) ::
  binary()


      


Encrypts plain_text using the public_key.
Options
	:rsa_padding - one of :rsa_pkcs1_oaep_padding or :rsa_pkcs1_padding
	:rsa_oaep_md - sets the hashing algorithm for :rsa_pkcs1_oaep_padding, defaults to :sha
	:rsa_oaep_label - sets the label for :rsa_pkcs1_oaep_padding, defaults to <<>>


  



  
    
      
    
    
      is_block_cipher_supported(cipher)



        
          
        

    

  


  

      

          @spec is_block_cipher_supported(term()) :: boolean()


      


Checks whether the cipher is natively supported by :crypto or not.

  



  
    
      
    
    
      is_chacha20_poly1305_supported()



        
          
        

    

  


  

      

          @spec is_chacha20_poly1305_supported() :: boolean()


      


Checks whether ChaCha20/Poly1305 support is available or not.

  



  
    
      
    
    
      is_rsa_crypt_supported(padding)



        
          
        

    

  


  

      

          @spec is_rsa_crypt_supported(atom()) :: boolean()


      


Checks whether the padding is natively supported by :public_key or not.

  



  
    
      
    
    
      is_rsa_sign_supported(padding)



        
          
        

    

  


  

      

          @spec is_rsa_sign_supported(atom()) :: boolean()


      


Checks whether the padding is natively supported by :public_key or not.

  



  
    
      
    
    
      sign(message, digest_type, private_key, options)



        
          
        

    

  


  

      

          @spec sign(
  binary() | {:digest, binary()},
  :public_key.digest_type(),
  :public_key.private_key(),
  atom() | keyword()
) :: binary()


      


Signs the digested message using the digest_type and private_key.
Options
	:rsa_padding - one of :rsa_pkcs1_pss_padding or :rsa_pkcs1_padding
	:rsa_pss_saltlen - sets the salt length for :rsa_pkcs1_pss_padding, defaults to -1	-2 - use maximum for salt length
	-1 - use hash length for salt length
	any number higher than -1 is used as the actual salt length




  



  
    
      
    
    
      supports()



        
          
        

    

  


  

      

          @spec supports() :: [{:jwe | :jwk | :jws, keyword()}, ...]


      


Returns the current listing of supported JOSE algorithms.
iex> JOSE.JWA.supports()
[{:jwe,
  {:alg,
   ["A128GCMKW", "A128KW", "A192GCMKW", "A192KW", "A256GCMKW", "A256KW",
    "ECDH-ES", "ECDH-ES+A128KW", "ECDH-ES+A192KW", "ECDH-ES+A256KW",
    "PBES2-HS256+A128KW", "PBES2-HS384+A192KW", "PBES2-HS512+A256KW",
    "RSA-OAEP", "RSA-OAEP-256", "RSA1_5", "dir"]},
  {:enc,
   ["A128CBC-HS256", "A128GCM", "A192CBC-HS384", "A192GCM", "A256CBC-HS512",
    "A256GCM", "ChaCha20/Poly1305"]}, {:zip, ["DEF"]}},
 {:jwk, {:kty, ["EC", "OKP", "RSA", "oct"]},
  {:kty_OKP_crv,
   ["Ed25519", "Ed25519ph", "Ed448", "Ed448ph", "X25519", "X448"]}},
 {:jws,
  {:alg,
   ["ES256", "ES384", "ES512", "Ed25519", "Ed25519ph", "Ed448", "Ed448ph",
    "HS256", "HS384", "HS512", "PS256", "PS384", "PS512", "Poly1305", "RS256",
    "RS384", "RS512", "none"]}}]

  



  
    
      
    
    
      unsecured_signing()



        
          
        

    

  


  

      

          @spec unsecured_signing() :: boolean()


      


See JOSE.unsecured_signing/0

  



  
    
      
    
    
      unsecured_signing(boolean)



        
          
        

    

  


  

      

          @spec unsecured_signing(boolean()) :: :ok


      


See JOSE.unsecured_signing/1

  



  
    
      
    
    
      verify(message, digest_type, signature, public_key, options)



        
          
        

    

  


  

      

          @spec verify(
  binary() | {:digest, binary()},
  :public_key.digest_type(),
  binary(),
  :public_key.public_key(),
  atom() | keyword()
) :: boolean()


      


Verifies the signature with the digested message using the digest_type and public_key.
Options
	:rsa_padding - one of :rsa_pkcs1_pss_padding or :rsa_pkcs1_padding
	:rsa_pss_saltlen - sets the salt length for :rsa_pkcs1_pss_padding, defaults to -1	-2 - automatically determine based on the PSS block structure
	-1 - use hash length for salt length
	any number higher than -1 is used as the actual salt length




  


        

      


  

    
JOSE.JWE 
    



      
JWE stands for JSON Web Encryption which is defined in RFC 7516.
Key Derivation Algorithms
The following key derivation algorithms for the "alg" field are currently supported by JOSE.JWE (some may need the JOSE.crypto_fallback/1 option to be enabled):
	"A128GCMKW"
	"A192GCMKW"
	"A256GCMKW"
	"A128KW"
	"A192KW"
	"A256KW"
	"dir"
	"ECDH-1PU"
	"ECDH-1PU+A128GCMKW"
	"ECDH-1PU+A192GCMKW"
	"ECDH-1PU+A256GCMKW"
	"ECDH-1PU+A128KW"
	"ECDH-1PU+A192KW"
	"ECDH-1PU+A256KW"
	"ECDH-1PU+C20PKW"
	"ECDH-1PU+XC20PKW"
	"ECDH-ES"
	"ECDH-ES+A128GCMKW"
	"ECDH-ES+A192GCMKW"
	"ECDH-ES+A256GCMKW"
	"ECDH-ES+A128KW"
	"ECDH-ES+A192KW"
	"ECDH-ES+A256KW"
	"ECDH-ES+C20PKW"
	"ECDH-ES+XC20PKW"
	"ECDH-SS"
	"ECDH-SS+A128GCMKW"
	"ECDH-SS+A192GCMKW"
	"ECDH-SS+A256GCMKW"
	"ECDH-SS+A128KW"
	"ECDH-SS+A192KW"
	"ECDH-SS+A256KW"
	"ECDH-SS+C20PKW"
	"ECDH-SS+XC20PKW"
	"PBES2-HS256+A128GCMKW"
	"PBES2-HS384+A192GCMKW"
	"PBES2-HS512+A256GCMKW"
	"PBES2-HS256+A128KW"
	"PBES2-HS384+A192KW"
	"PBES2-HS512+A256KW"
	"PBES2-HS512+C20PKW"
	"PBES2-HS512+XC20PKW"
	"RSA1_5"
	"RSA-OAEP"
	"RSA-OAEP-256"

Encryption Algorithms
The following encryption algorithms for the "enc" field are currently supported by JOSE.JWE (some may need the JOSE.crypto_fallback/1 option to be enabled):
	"A128CBC-HS256"
	"A192CBC-HS384"
	"A256CBC-HS512"
	"A128GCM"
	"A192GCM"
	"A256GCM"
	"C20P"
	"XC20P"

Compression Algorithms
The following compression algorithms for the "zip" field are currently supported by JOSE.JWE:
	"DEF"

Key Derivation Examples
All of the examples below will use "enc" set to "A128GCM", "A192GCM", or "A256GCM" depending on the derived key size.
The octet key used will typically be all zeroes of the required size in the form of <<0::128>> (for a 128-bit key).
All of the example keys generated below can be found here: https://gist.github.com/potatosalad/dd140560b2bdbdab886d
# octet keys we'll use below
jwk_oct128 = JOSE.JWK.from_oct(<<0::128>>)
jwk_oct192 = JOSE.JWK.from_oct(<<0::192>>)
jwk_oct256 = JOSE.JWK.from_oct(<<0::256>>)
jwk_secret = JOSE.JWK.from_oct("secret")

# EC keypairs we'll use below
jwk_ec256_alice_sk = JOSE.JWK.generate_key({:ec, :secp256r1})
jwk_ec256_alice_pk = JOSE.JWK.to_public(jwk_ec256_alice_sk)
jwk_ec256_bob_sk   = JOSE.JWK.generate_key({:ec, :secp256r1})
jwk_ec256_bob_pk   = JOSE.JWK.to_public(jwk_ec256_bob_sk)

# X25519 keypairs we'll use below
jwk_x25519_alice_sk = JOSE.JWK.generate_key({:okp, :X25519})
jwk_x25519_alice_pk = JOSE.JWK.to_public(jwk_x25519_alice_sk)
jwk_x25519_bob_sk   = JOSE.JWK.generate_key({:okp, :X25519})
jwk_x25519_bob_pk   = JOSE.JWK.to_public(jwk_x25519_bob_sk)

# X448 keypairs we'll use below
jwk_x448_alice_sk = JOSE.JWK.generate_key({:okp, :X448})
jwk_x448_alice_pk = JOSE.JWK.to_public(jwk_x448_alice_sk)
jwk_x448_bob_sk   = JOSE.JWK.generate_key({:okp, :X448})
jwk_x448_bob_pk   = JOSE.JWK.to_public(jwk_x448_bob_sk)

# RSA keypairs we'll use below
jwk_rsa_sk = JOSE.JWK.generate_key({:rsa, 4096})
jwk_rsa_pk = JOSE.JWK.to_public(jwk_rsa_sk)
A128GCMKW, A192GCMKW, and A256GCMKW
# A128GCMKW
iex> encrypted_a128gcmkw = JOSE.JWE.block_encrypt(jwk_oct128, "{}", %{ "alg" => "A128GCMKW", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMTI4R0NNS1ciLCJlbmMiOiJBMTI4R0NNIiwiaXYiOiJzODNFNjhPNjhsWlM5ZVprIiwidGFnIjoieF9Ea2M5dm1LMk5RQV8tU2hvTkFRdyJ9.8B2qX8fVEa-s61RsZXqkCg.J7yJ8sKLbUlzyor6.FRs.BhBwImTv9B14NwVuxmfU6A"
iex> JOSE.JWE.block_decrypt(jwk_oct128, encrypted_a128gcmkw) |> elem(0)
"{}"

# A192GCMKW
iex> encrypted_a192gcmkw = JOSE.JWE.block_encrypt(jwk_oct192, "{}", %{ "alg" => "A192GCMKW", "enc" => "A192GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMTkyR0NNS1ciLCJlbmMiOiJBMTkyR0NNIiwiaXYiOiIxMkduZWQyTDB6NE5LZG83IiwidGFnIjoiM0thbG9iaER1Wmx5dE1YSjhjcXhZZyJ9.jJC4E1c6augIhvGDp3fquRfO-mnnud4F.S2NkKNGxBKTsCnKo.gZA.MvfhqSTeEN75H8HDyvfzRQ"
iex> JOSE.JWE.block_decrypt(jwk_oct192, encrypted_a192gcmkw) |> elem(0)
"{}"

# A256GCMKW
iex> encrypted_a256gcmkw = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "A256GCMKW", "enc" => "A256GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMjU2R0NNS1ciLCJlbmMiOiJBMjU2R0NNIiwiaXYiOiJHU3lFMTBLQURxZTczNUMzIiwidGFnIjoiR3dVbDJCbXRNWlVseDlXNEMtY0tQZyJ9.sSsbFw9z8WTkzBLvPMywSedTXXygFxfP9g5U2qpzUX8.eiVFfe7iojfK0AXb._v8.YVfk9dNrtS7wxbGqCVge-g"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_a256gcmkw) |> elem(0)
"{}"
A128KW, A192KW, and A256KW
# A128KW
iex> encrypted_a128kw = JOSE.JWE.block_encrypt(jwk_oct128, "{}", %{ "alg" => "A128KW", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMTI4S1ciLCJlbmMiOiJBMTI4R0NNIn0.t4_Fb4kCl6BcS1cXnR4P4Xgm-jwVNsFl.RerKfWjzqqtLIUrz.JmE.ZDpVlWo-aQYM5la9eshwWw"
iex> JOSE.JWE.block_decrypt(jwk_oct128, encrypted_a128kw) |> elem(0)
"{}"

# A192KW
iex> encrypted_a192kw = JOSE.JWE.block_encrypt(jwk_oct192, "{}", %{ "alg" => "A192KW", "enc" => "A192GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMTkyS1ciLCJlbmMiOiJBMTkyR0NNIn0.edpvNrztlNADbkwfq5YBJgqFBSH_Znv1Y1uXKNQ_13w.yCkEYTCPOKH6CoxZ.siw.zP_ZM9OEeX1FIdFjqNawtQ"
iex> JOSE.JWE.block_decrypt(jwk_oct192, encrypted_a192kw) |> elem(0)
"{}"

# A256KW
iex> encrypted_a256kw = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "A256KW", "enc" => "A256GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJBMjU2S1ciLCJlbmMiOiJBMjU2R0NNIn0.OvAhC1a2BoP_2SMIiZXwIHWPoIkD-Cosgp3nlpiTs8ySUBPfPzwG1g.4GeackYJbuBksAWA.HPE.vG0sGC2kuklH5xk8KXhyNA"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_a256kw) |> elem(0)
"{}"
dir
The "dir" key derivation algorithm is essentially just a pass-through to the underlying "enc" algorithm.
The "encrypted_key" is not included in the protected header, so the key must be fully known by both parties.
# dir
iex> encrypted_dir = JOSE.JWE.block_encrypt(jwk_oct128, "{}", %{ "alg" => "dir", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4R0NNIn0..HdRR8O0kk_SvOjAS.rxo.JTMPGPKZZKVNlWV0RexsmQ"
iex> JOSE.JWE.block_decrypt(jwk_oct128, encrypted_dir) |> elem(0)
"{}"
ECDH-ES, ECDH-ES+A128KW, ECDH-ES+A192KW, and ECDH-ES+A256KW
The "ECDH-ES" key derivation algorithm does not include the "encrypted_key" field in the protected header, similar to how "dir" functions.
The size of the generated key is dependent on the "enc" setting (for example, "A128GCM" will generate a 128-bit key, "A256GCM" a 256-bit key, etc).
# ECDH-ES with EC keypairs
iex> encrypted_ecdhes_ec256_alice2bob = JOSE.JWE.block_encrypt({jwk_ec256_bob_pk, jwk_ec256_alice_sk}, "{}", %{ "alg" => "ECDH-ES", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTIiwiZW5jIjoiQTEyOEdDTSIsImVwayI6eyJjcnYiOiJQLTI1NiIsImt0eSI6IkVDIiwieCI6IjQ4UVUzUTBDeVN4d0piRXdXckpyWVhscDg4X2RWcEhUeHE0YXZjNjZoNVEiLCJ5IjoiWnpxcklOdE1NeEh4US1RQjcyUk1jZGxtRHNPSXdsS2hNcVZtX2dZV0MxNCJ9fQ..UssNrY5qEeFdluZY.R6g.32nlr0wHF2TwfL1UnBtIow"
iex> JOSE.JWE.block_decrypt({jwk_ec256_alice_pk, jwk_ec256_bob_sk}, encrypted_ecdhes_ec256_alice2bob) |> elem(0)
"{}"

# ECDH-ES with X25519 keypairs
iex> encrypted_ecdhes_x25519_alice2bob = JOSE.JWE.block_encrypt({jwk_x25519_bob_pk, jwk_x25519_alice_sk}, "{}", %{ "alg" => "ECDH-ES", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTIiwiZW5jIjoiQTEyOEdDTSIsImVwayI6eyJjcnYiOiJYMjU1MTkiLCJrdHkiOiJPS1AiLCJ4IjoiZ0g3TjJwT0duenZfd0tBLUhqREZKTlVSZVhfdG05XzdiMkZSUjI3cXFYcyJ9fQ..T-0q42FPCUy3hlla.MHU.9TNP2jG5bN1vSvaesijdww"
iex> JOSE.JWE.block_decrypt({jwk_x25519_alice_pk, jwk_x25519_bob_sk}, encrypted_ecdhes_x25519_alice2bob) |> elem(0)
"{}"

# ECDH-ES with X448 keypairs
iex> encrypted_ecdhes_x448_alice2bob = JOSE.JWE.block_encrypt({jwk_x448_bob_pk, jwk_x448_alice_sk}, "{}", %{ "alg" => "ECDH-ES", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTIiwiZW5jIjoiQTEyOEdDTSIsImVwayI6eyJjcnYiOiJYNDQ4Iiwia3R5IjoiT0tQIiwieCI6ImFFaHZISGxFM2V1Y3lsY0RNNzBMd1paY2dDRk9acXExNWM3YXZNMjJkcWZIUEtja1FZNmo3LXFfM19kMGI1cGVWZEFoNVoyQWZIWSJ9fQ..T-UNE-wOApuRH71r.Uj8.l8bIfhC1UPAPVWBV3wkc6A"
iex> JOSE.JWE.block_decrypt({jwk_x448_alice_pk, jwk_x448_bob_sk}, encrypted_ecdhes_x448_alice2bob) |> elem(0)
"{}"
When decrypting with any of the "ECDH-ES" related algorithms, the other party's public key is recommended, but not required for decryption (the embedded Ephemeral Public Key will be used instead):
# decrypting the X448 example with and without the public key specified
iex> JOSE.JWE.block_decrypt({jwk_x448_alice_pk, jwk_x448_bob_sk}, encrypted_ecdhes_x448_alice2bob) |> elem(0)
"{}"
iex> JOSE.JWE.block_decrypt(jwk_x448_bob_sk, encrypted_ecdhes_x448_alice2bob) |> elem(0)
"{}"
The "ECDH-ES+A128KW", "ECDH-ES+A192KW", and "ECDH-ES+A256KW" key derivation algorithms do include the "encrypted_key" and the suffix after "ECDH-ES+" determines the key size (so "ECDH-ES+A128KW" computes a 128-bit key).
# ECDH-ES+A128KW with EC keypairs
iex> encrypted_ecdhesa128kw_alice2bob = JOSE.JWE.block_encrypt({jwk_ec256_bob_pk, jwk_ec256_alice_sk}, "{}", %{ "alg" => "ECDH-ES+A128KW", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTK0ExMjhLVyIsImVuYyI6IkExMjhHQ00iLCJlcGsiOnsiY3J2IjoiUC0yNTYiLCJrdHkiOiJFQyIsIngiOiI0OFFVM1EwQ3lTeHdKYkV3V3JKcllYbHA4OF9kVnBIVHhxNGF2YzY2aDVRIiwieSI6Ilp6cXJJTnRNTXhIeFEtUUI3MlJNY2RsbURzT0l3bEtoTXFWbV9nWVdDMTQifX0.ZwuqXf7svd3SH0M-XYLjWz5JsN6xX03C.l8tt83EJjy86IovL.i5A.nw05dPUA0a18xdtvmHbhHA"
iex> JOSE.JWE.block_decrypt({jwk_ec256_alice_pk, jwk_ec256_bob_sk}, encrypted_ecdhesa128kw_alice2bob) |> elem(0)
"{}"

# ECDH-ES+A192KW with EC keypairs
iex> encrypted_ecdhesa192kw_alice2bob = JOSE.JWE.block_encrypt({jwk_ec256_bob_pk, jwk_ec256_alice_sk}, "{}", %{ "alg" => "ECDH-ES+A192KW", "enc" => "A192GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTK0ExOTJLVyIsImVuYyI6IkExOTJHQ00iLCJlcGsiOnsiY3J2IjoiUC0yNTYiLCJrdHkiOiJFQyIsIngiOiI0OFFVM1EwQ3lTeHdKYkV3V3JKcllYbHA4OF9kVnBIVHhxNGF2YzY2aDVRIiwieSI6Ilp6cXJJTnRNTXhIeFEtUUI3MlJNY2RsbURzT0l3bEtoTXFWbV9nWVdDMTQifX0.S9LZ1i_Lua_if4I83WcaCQ9yT5qqPI_NhCFR7tMiZDQ.kG3taKEjGeKDRTzs.H1s.oVGBFP63z4gd3e-R2d1cmA"
iex> JOSE.JWE.block_decrypt({jwk_ec256_alice_pk, jwk_ec256_bob_sk}, encrypted_ecdhesa192kw_alice2bob) |> elem(0)
"{}"

# ECDH-ES+A256KW with EC keypairs
iex> encrypted_ecdhesa256kw_alice2bob = JOSE.JWE.block_encrypt({jwk_ec256_bob_pk, jwk_ec256_alice_sk}, "{}", %{ "alg" => "ECDH-ES+A256KW", "enc" => "A256GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJFQ0RILUVTK0EyNTZLVyIsImVuYyI6IkEyNTZHQ00iLCJlcGsiOnsiY3J2IjoiUC0yNTYiLCJrdHkiOiJFQyIsIngiOiI0OFFVM1EwQ3lTeHdKYkV3V3JKcllYbHA4OF9kVnBIVHhxNGF2YzY2aDVRIiwieSI6Ilp6cXJJTnRNTXhIeFEtUUI3MlJNY2RsbURzT0l3bEtoTXFWbV9nWVdDMTQifX0.4KWy1-vRiJyNINF6mWYbUPPTVNG9ADfvvfpSDbddPTftz7GmUHUsuQ.IkRhtGH23R-9dFF3.9yk.RnALhnqWMHWCZFxqc-DU4A"
iex> JOSE.JWE.block_decrypt({jwk_ec256_alice_pk, jwk_ec256_bob_sk}, encrypted_ecdhesa256kw_alice2bob) |> elem(0)
"{}"
See JOSE.JWK.box_encrypt/2 for generating an Ephemeral Public Key based on the same curve as the supplied other party key in the same step.
PBES2-HS256+A128KW, PBES2-HS384+A192KW, and PBES2-HS512+A256KW
# PBES2-HS256+A128KW
iex> encrypted_pbes2hs256a128kw = JOSE.JWE.block_encrypt(jwk_secret, "{}", %{ "alg" => "PBES2-HS256+A128KW", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJQQkVTMi1IUzI1NitBMTI4S1ciLCJlbmMiOiJBMTI4R0NNIiwicDJjIjo0MDk2LCJwMnMiOiJRR0laNTlzbjRnQThySHBWYjFrSkd3In0.8WMQ0fysLiHU8AjpjkcqJGpYe53VRf2s.vVEb2ZtKmtPIw8M-.Cmg.GCjDtdKV6khqEuyZy2gUxw"
iex> JOSE.JWE.block_decrypt(jwk_secret, encrypted_pbes2hs256a128kw) |> elem(0)
"{}"

# PBES2-HS384+A192KW
iex> encrypted_pbes2hs384a192kw = JOSE.JWE.block_encrypt(jwk_secret, "{}", %{ "alg" => "PBES2-HS384+A192KW", "enc" => "A192GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJQQkVTMi1IUzM4NCtBMTkyS1ciLCJlbmMiOiJBMTkyR0NNIiwicDJjIjo2MTQ0LCJwMnMiOiJKSDRjZ0hlNTZiU0prZ1d6VktpWWJCb0FzWEJBY1A1NiJ9.Ck5GvgXxmyac3jzs0lRavoRh6tI9nEs3lYkx8sdDzGw.IdxaPATMkQ8FYiYQ.uHk.rDU6ltWsTsw9vuvA73bgJQ"
iex> JOSE.JWE.block_decrypt(jwk_secret, encrypted_pbes2hs384a192kw) |> elem(0)
"{}"

# PBES2-HS512+A256KW
iex> encrypted_pbes2hs512a256kw = JOSE.JWE.block_encrypt(jwk_secret, "{}", %{ "alg" => "PBES2-HS512+A256KW", "enc" => "A256GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJQQkVTMi1IUzUxMitBMjU2S1ciLCJlbmMiOiJBMjU2R0NNIiwicDJjIjo4MTkyLCJwMnMiOiJ6YWRiMVNmT1F4V1gyTHJrSVgwWDFGM2QzNlBIdUdxRVFzUDVhbWVnTk00In0.6SUVO9sSevqZrZ5yPX-JvJNJrzfIQeTTzrkWBHEqHra1_AITtwEe0A.0AaF_3ZlJOkRlqgb.W8I.jFWob73QTn52IFSIPEWHFA"
iex> JOSE.JWE.block_decrypt(jwk_secret, encrypted_pbes2hs512a256kw) |> elem(0)
"{}"
The "p2s" and "p2i" fields may also be specified to control the Salt and Iterations of the PBES2 Key Derivation Function, respectively.
The default Salt is a randomly generated binary the same length of bytes as the key wrap (for example, "PBES2-HS256+A128KW" will generate a 16-byte Salt).
The default Iterations is 32 times the number of bits specified by the key wrap (for example, "PBES2-HS256+A128KW" will have 4096 Iterations).
# let's setup the JWE header
iterations = 8192
salt = <<0::256>> # all zero salt, for example usage only
jwe = %{
  "alg" => "PBES2-HS256+A128KW",
  "enc" => "A128GCM",
  "p2i" => iterations,
  "p2s" => :jose_base64url.encode(salt)
}
# PBES2-HS256+A128KW
iex> encrypted_pbes2 = JOSE.JWE.block_encrypt(jwk_secret, "{}", jwe) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJQQkVTMi1IUzI1NitBMTI4S1ciLCJlbmMiOiJBMTI4R0NNIiwicDJjIjo0MDk2LCJwMmkiOjgxOTIsInAycyI6IkFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUEifQ.I7wcBmg7O_rOWpg1aak7wQWX84YtED6k.Rgh3f6Kzl5SZ1z7x.FNo.eyK1ySx4SGR-xC2EYNySQA"
iex> JOSE.JWE.block_decrypt(jwk_secret, encrypted_pbes2) |> elem(0)
"{}"
RSA1_5, RSA-OAEP, and RSA-OAEP-256
# RSA1_5
iex> encrypted_rsa1_5 = JOSE.JWE.block_encrypt(jwk_rsa_pk, "{}", %{ "alg" => "RSA1_5", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJSU0ExXzUiLCJlbmMiOiJBMTI4R0NNIn0.NlndPTqULN1vArshEzfEXY0nHCf4ubsTK9iHAeIxL85fReYrYG8EDB2_IirUneavvHSa-hsVLXNzBu0F9OY3TRFAIuJ8Jt1tqZZEhHZ97vzTEIjdlPNctGNI11-mhNCJ0doSvx9T4ByngaAFtJnRoR2cqbJkJFGja60fHtO0CfKLW5XzPf0NAhr8Tof-5IJfbNpMcC_LdCItJ6i8cuj4i5pG_CikOKDrNzbaBP72200_kl_-YaLDMA4tVb2YjWksY5Vau0Hz16QvI9QwDIcIDLYPAlTlDrU7s_FfmO_89S9Z69-lc_OBG7x2CYzIhB-0wzx753nZRl_WNJKi1Ya_AV552FEqVUhR-SuKcyrTA9OwkKC2JoL3lFqsCL9jkZkBrVREQlT0cxNI_AInyx5FHNLBbdtkz0JQbvzMJ854RP0V_eTlI5u8DZ42aOTRMBLHPi-4gP0J_CGWyKDQreXEEF6LSuLJb1cGk-NX1Vd85aARstQPuOoy7pWJjPvBEKEib70fjkUuMA0Atid-5BusQLKc1H-D6c5HIFH0DgYtXhN6AtQ_fmqw1F_X1JrGnYiYGzJCD2hh0Yt2UJZoCuHlPKk8aM5L3lNU3AISb1soSQl3hfX8Skb817ffC7jYezdhZc12cRNzOPAYqJYjN2eDlQhx-gpFjVzc-W1bFG8Yijo.grliT3M1iZ48aSY9.F4Y.pBRqIGZ4Q_fI1kmeAggvRg"
iex> JOSE.JWE.block_decrypt(jwk_rsa_sk, encrypted_rsa1_5) |> elem(0)
"{}"

# RSA-OAEP
iex> encrypted_rsaoaep = JOSE.JWE.block_encrypt(jwk_rsa_pk, "{}", %{ "alg" => "RSA-OAEP", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkExMjhHQ00ifQ.YZfGKTTU2KuvwIMpSYadbNmGzWIbLrwRYD8JvZAWkvcnFeky09S04VadRNPXmCBSl4EF1K7oBm0fiYXuvNbLFNKYT_Jo_y6Lb-XsP--BZKaEcq6wIdZ4-xTJ7YYX5dfco_cMknZLG8W2sQRwtWopisn9NyzSpfGNlYqeJqjpoJy0qnO8yZeEYeadwoVF9-XZfYwvMjEt7HORqBIPF1JIaOYTQ-LQBvya6XYhOR7dkSnuCZ_ITGW5ZbPvzOILSMW_3Ixe78ncfO2gxF6AiLh02oTLsOSrF9xDlJvuU0k1TdkNWtGroeP_WVbXEO7O_GI5LVW-cDzoVm5ZCQs2Df0018-qDxFyY9xhKS9aNDi_btiarstXMSz3EkOfPhWR_IzlVyUkYnzs3GS993gKLQ0Tk-ipvOT9Bcw9VTLLK3-f5YSkf51IA---hPFlxVlboH9bmTXlT4JzSbErQEYp3JuXjOP7FQn0OPko5Utqbbm41XBEJhUpBNhjrBGDspsMxML_eJdyzBgA5UyNfdCEQ2vM1pCegxG_hSKAhCKVNn71wW4O_y_eqUcoyhjB7HtVxiF29jzNUKF-y14171L4-mxsIpixaM1ofnayWMiherVP0Wz2MXkzWB0AUv8c3kNEJIh3oeyrczWwzpmeCh1Bq7-J4D6aaFjyGFcm-03_QZmfwho.ymxveKBeRuaZ8HzD.3H4.6oKLh2NouhPGpO1dmA-tTg"
iex> JOSE.JWE.block_decrypt(jwk_rsa_sk, encrypted_rsaoaep) |> elem(0)
"{}"

# RSA-OAEP-256
iex> encrypted_rsaoaep256 = JOSE.JWE.block_encrypt(jwk_rsa_pk, "{}", %{ "alg" => "RSA-OAEP-256", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJSU0EtT0FFUC0yNTYiLCJlbmMiOiJBMTI4R0NNIn0.OW9Hy9qpOIgVueODQXcWIUw_-Sm3UFGtxosyOAaI6JUQFt8q-iEtKkUp4NHrOlczO6tP5t8zRKdNXFfCm9QZk6F9PsSO-NzE2-DV1ANAMck-CDfGTK0mwG5U_KZwlObSgU0gxf87K49Wuno1rWlHWzJb__C_hCJXi_aQW17tLmbuTpJMkB0NTCKX3y6QaxvynP98jqwMJT6uGmE3AeuZYhPGzAOWbltbWyw-TqWqyLJirAUY_fvDNsKt1TDrTd9216TK5y7RQeUtdGfbuYK9lt2TIwfh9ycAHd7SANH_YJc2cKYa3e6CgqnQAjVpbhpogBz5sz5HaK95XYbXOdnYyHQ00gS44YquiQCvX331UgEWnthtmYwDZfnCxTkPydafGOBsjaagGvV2tQtxUKW3JmVChF97bNj5lQZ7rAkyooxx-k3IMT0005x6_74O5tXGN5fb7oyT3Mx_NZ5dKzlYAA_V8oOpNslaFhV5K5Q_-hRkUsEPWdaD5s2uS9Z7l7ot39CzzTKDj65f2eCTWFReFKOjhabCL4ZiFXbElB3dA3y5FdxXPAfe6N31G9ynalx1JIcrEaRb8sdqk6U6uC3s3DpkoRSnp3osBJOxxuk_Lgb-ZM9d8UuRVj4W78-qjfX_lcG1RlRmlYoDIU03ly0UfRWi-7HmpPECrGTsGZEfULg.J-txckmMXEi-bZVh.Rbw.D7UpSkticmDCGiNyLVggLg"
iex> JOSE.JWE.block_decrypt(jwk_rsa_sk, encrypted_rsaoaep256) |> elem(0)
"{}"
Encryption Examples
All of the examples below will use "alg" set to "dir" passing the key directly to the Encryption Algorithm.
The octet key used will typically be all zeroes of the required size in the form of <<0::128>> (for a 128-bit key).
All of the example keys generated below can be found here: https://gist.github.com/potatosalad/dd140560b2bdbdab886d
# octet keys we'll use below
jwk_oct128 = JOSE.JWK.from_oct(<<0::128>>)
jwk_oct192 = JOSE.JWK.from_oct(<<0::192>>)
jwk_oct256 = JOSE.JWK.from_oct(<<0::256>>)
jwk_oct384 = JOSE.JWK.from_oct(<<0::384>>)
jwk_oct512 = JOSE.JWK.from_oct(<<0::512>>)
A128CBC-HS256, A192CBC-HS384, and A256CBC-HS512
# A128CBC-HS256
iex> encrypted_a128cbchs256 = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "dir", "enc" => "A128CBC-HS256" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0..bxps64-UIQoFvhkjr05e9A.HrtJ3AqrqJ4f5PHjGseHYw.kopJoTDxk34IVhheoToLSA"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_a128cbchs256) |> elem(0)
"{}"

# A192CBC-HS384
iex> encrypted_a192cbchs384 = JOSE.JWE.block_encrypt(jwk_oct384, "{}", %{ "alg" => "dir", "enc" => "A192CBC-HS384" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTkyQ0JDLUhTMzg0In0..3zSCHwvHrcxsNyssIgEBRA.XB70tUoQZlnOgY5ygMxfKA.Avl7Z8jCpShh3_iTcPcU3Woh6E9ykNyB"
iex> JOSE.JWE.block_decrypt(jwk_oct384, encrypted_a192cbchs384) |> elem(0)
"{}"

# A256CBC-HS512
iex> encrypted_a256cbchs512 = JOSE.JWE.block_encrypt(jwk_oct512, "{}", %{ "alg" => "dir", "enc" => "A256CBC-HS512" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMjU2Q0JDLUhTNTEyIn0..mqMhkWAMF7HmW_Nu1ERUzQ.bzd-tmykuru0Lu_rsNZ2ow.mlOFO8JcC_UJ35TsZgiUeEwAjRDs6cwfN7Umyzm7mmY"
iex> JOSE.JWE.block_decrypt(jwk_oct512, encrypted_a256cbchs512) |> elem(0)
"{}"
A128GCM, A192GCM, and A256GCM
# A128GCM
iex> encrypted_a128gcm = JOSE.JWE.block_encrypt(jwk_oct128, "{}", %{ "alg" => "dir", "enc" => "A128GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4R0NNIn0..pPF4SbzGZwxS1J-M.Ic0.qkHuC-hOO44HPlykBJLSsA"
iex> JOSE.JWE.block_decrypt(jwk_oct128, encrypted_a128gcm) |> elem(0)
"{}"

# A192GCM
iex> encrypted_a192gcm = JOSE.JWE.block_encrypt(jwk_oct192, "{}", %{ "alg" => "dir", "enc" => "A192GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTkyR0NNIn0..muNgk2GFW9ATwqqZ.bvE.gYvC0G6DAodJdyrUqLw7Iw"
iex> JOSE.JWE.block_decrypt(jwk_oct192, encrypted_a192gcm) |> elem(0)
"{}"

# A256GCM
iex> encrypted_a256gcm = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "dir", "enc" => "A256GCM" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMjU2R0NNIn0..rDTJhd5ja5pDAYtn.PrM.MQdLgiVXQsG_cLas93ZEHw"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_a256gcm) |> elem(0)
"{}"
ChaCha20/Poly1305 and XChaCha20/Poly1305
This is experimental and based on RFC 7539 and draft-amringer-jose-chacha.
# C20P
iex> encrypted_c20p = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "dir", "enc" => "C20P" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJDMjBQIn0..W3qFkCKCEJz5H5jt.Hag.2TUFobBK_TYdtC2auoiiKA"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_c20p) |> elem(0)
"{}"
# XC20P
iex> encrypted_xc20p = JOSE.JWE.block_encrypt(jwk_oct256, "{}", %{ "alg" => "dir", "enc" => "XC20P" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJYQzIwUCJ9..aMrioLxn-KO8Dyy8LcYD2mSNY7yPE_yf.Wxg.PJgIuI0ZADBE6Gi5-f7Tfg"
iex> JOSE.JWE.block_decrypt(jwk_oct256, encrypted_xc20p) |> elem(0)
"{}"
Compression Examples
All of the examples below will use "alg" set to "dir" passing the key directly to the Encryption Algorithm ("enc" is set to "A128GCM").
The octet key used will typically be all zeroes of the required size in the form of <<0::128>> (for a 128-bit key).
All of the example keys generated below can be found here: https://gist.github.com/potatosalad/dd140560b2bdbdab886d
# octet keys we'll use below
jwk_oct128 = JOSE.JWK.from_oct(<<0::128>>)
DEF
# DEF
iex> encrypted_def = JOSE.JWE.block_encrypt(jwk_oct128, "{}", %{ "alg" => "dir", "enc" => "A128GCM", "zip" => "DEF" }) |> JOSE.JWE.compact |> elem(1)
"eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4R0NNIiwiemlwIjoiREVGIn0..Vvr0vlKWE9rAJ8CR.UpOz7w10Uc9pMg.Pctxzz0ijPSOY8zyRcbjww"
iex> JOSE.JWE.block_decrypt(jwk_oct128, encrypted_def) |> elem(0)
"{}"
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        t()

      


    





  
    Functions
  


    
      
        block_decrypt(jwk, encrypted)

      


        Decrypts the encrypted binary or map using the jwk.



    


    
      
        block_encrypt(jwk, plain_text, jwe)

      


        Encrypts plain_text using the jwk and algorithm specified by the jwe by getting the cek for block_encrypt/4.



    


    
      
        block_encrypt(jwk, plain_text, cek, jwe)

      


        Encrypts plain_text using the jwk, cek, and algorithm specified by the jwe by getting the iv for block_encrypt/5.



    


    
      
        block_encrypt(jwk, plain_text, cek, iv, jwe)

      


        Encrypts the plain_text using the jwk, cek, iv, and algorithm specified by the jwe.



    


    
      
        compact(encrypted)

      


        Compacts an expanded encrypted map into a binary.



    


    
      
        compress(plain_text, jwe)

      


        Compresses the plain_text using the "zip" algorithm specified by the jwe.



    


    
      
        expand(encrypted)

      


        Expands a compacted encrypted binary into a map.



    


    
      
        from(list)

      


        Converts a binary or map into a JOSE.JWE.



    


    
      
        from_binary(list)

      


        Converts a binary into a JOSE.JWE.



    


    
      
        from_file(file)

      


        Reads file and calls from_binary/1 to convert into a JOSE.JWE.



    


    
      
        from_map(list)

      


        Converts a map into a JOSE.JWE.



    


    
      
        from_record(jose_jwe)

      


        Converts a :jose_jwe record into a JOSE.JWE.



    


    
      
        generate_key(list)

      


        Generates a new JOSE.JWK based on the algorithms of the specified JOSE.JWE.



    


    
      
        key_decrypt(jwk, encrypted_key, jwe)

      


        Decrypts the encrypted_key using the jwk and the "alg" and "enc" specified by the jwe.



    


    
      
        key_encrypt(jwk, decrypted_key, jwe)

      


        Encrypts the decrypted_key using the jwk and the "alg" and "enc" specified by the jwe.



    


    
      
        merge(left, right)

      


        Merges map on right into map on left.



    


    
      
        next_cek(jwk, jwe)

      


        Returns the next cek using the jwk and the "alg" and "enc" specified by the jwe.



    


    
      
        next_iv(jwe)

      


        Returns the next iv the "alg" and "enc" specified by the jwe.



    


    
      
        to_binary(list)

      


        Converts a JOSE.JWE into a binary.



    


    
      
        to_file(file, jwe)

      


        Calls to_binary/1 on a JOSE.JWE and then writes the binary to file.



    


    
      
        to_map(list)

      


        Converts a JOSE.JWE into a map.



    


    
      
        to_record(list)

      


        Converts a JOSE.JWE struct to a :jose_jwe record.



    


    
      
        uncompress(cipher_text, jwe)

      


        Uncompresses the cipher_text using the "zip" algorithm specified by the jwe.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %JOSE.JWE{alg: term(), enc: term(), fields: term(), zip: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      block_decrypt(jwk, encrypted)



        
          
        

    

  


  

      

          @spec block_decrypt(JOSE.JWK.t(), binary()) ::
  {plaintext :: binary(), t()} | {:error, t()}


      


Decrypts the encrypted binary or map using the jwk.
iex> jwk = JOSE.JWK.from(%{"k" => "STlqtIOhWJjoVnYjUjxFLZ6oN1oB70QARGSTWQ_5XgM", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct,
  <<73, 57, 106, 180, 131, 161, 88, 152, 232, 86, 118, 35, 82, 60, 69, 45, 158, 168, 55, 90, 1, 239, 68, 0, 68, 100, 147, 89, 15, 249, 94, 3>>}}
iex> JOSE.JWE.block_decrypt(jwk, "eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0..jBt5tTa1Q0N3uFPEkf30MQ.Ei49MvTLLje7bsZ5EZCZMA.gMWOAmhZSq9ksHCZm6VSoA")
{"{}",
 %JOSE.JWE{alg: {:jose_jwe_alg_dir, :dir},
  enc: {:jose_jwe_enc_aes,
   {:jose_jwe_enc_aes, {:aes_cbc, 128}, 256, 32, 16, 16, 16, 16, :sha256}},
  fields: %{}, zip: :undefined}}
See block_encrypt/2.

  



  
    
      
    
    
      block_encrypt(jwk, plain_text, jwe)



        
          
        

    

  


  

      

          @spec block_encrypt(JOSE.JWK.t(), binary(), t()) :: binary()


      


Encrypts plain_text using the jwk and algorithm specified by the jwe by getting the cek for block_encrypt/4.

  



  
    
      
    
    
      block_encrypt(jwk, plain_text, cek, jwe)



        
          
        

    

  


  

      

          @spec block_encrypt(JOSE.JWK.t(), binary(), map(), t()) :: binary()


      


Encrypts plain_text using the jwk, cek, and algorithm specified by the jwe by getting the iv for block_encrypt/5.

  



  
    
      
    
    
      block_encrypt(jwk, plain_text, cek, iv, jwe)



        
          
        

    

  


  

      

          @spec block_encrypt(JOSE.JWK.t(), binary(), map(), binary(), t()) :: {binary(), t()}


      


Encrypts the plain_text using the jwk, cek, iv, and algorithm specified by the jwe.
iex> jwk = JOSE.JWK.from(%{"k" => "STlqtIOhWJjoVnYjUjxFLZ6oN1oB70QARGSTWQ_5XgM", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct,
  <<73, 57, 106, 180, 131, 161, 88, 152, 232, 86, 118, 35, 82, 60, 69, 45, 158, 168, 55, 90, 1, 239, 68, 0, 68, 100, 147, 89, 15, 249, 94, 3>>}}
iex> JOSE.JWE.block_encrypt(jwk, "{}", %{ "alg" => "dir", "enc" => "A128CBC-HS256" })
{%{alg: :jose_jwe_alg_dir, enc: :jose_jwe_enc_aes},
 %{"ciphertext" => "Ei49MvTLLje7bsZ5EZCZMA", "encrypted_key" => "",
   "iv" => "jBt5tTa1Q0N3uFPEkf30MQ",
   "protected" => "eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0",
   "tag" => "gMWOAmhZSq9ksHCZm6VSoA"}}
See block_decrypt/2.

  



  
    
      
    
    
      compact(encrypted)



        
          
        

    

  


  

      

          @spec compact(map() | {map(), map()}) :: {map(), binary()}


      


Compacts an expanded encrypted map into a binary.
iex> JOSE.JWE.compact(%{"ciphertext" => "Ei49MvTLLje7bsZ5EZCZMA", "encrypted_key" => "",
 "iv" => "jBt5tTa1Q0N3uFPEkf30MQ",
 "protected" => "eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0",
 "tag" => "gMWOAmhZSq9ksHCZm6VSoA"})
{%{},
 "eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0..jBt5tTa1Q0N3uFPEkf30MQ.Ei49MvTLLje7bsZ5EZCZMA.gMWOAmhZSq9ksHCZm6VSoA"}
See expand/1.

  



  
    
      
    
    
      compress(plain_text, jwe)



        
          
        

    

  


  

      

          @spec compress(binary(), t() | tuple()) :: binary()


      


Compresses the plain_text using the "zip" algorithm specified by the jwe.
iex> JOSE.JWE.compress("{}", %{ "alg" => "dir", "zip" => "DEF" })
<<120, 156, 171, 174, 5, 0, 1, 117, 0, 249>>
See uncompress/2.

  



  
    
      
    
    
      expand(encrypted)



        
          
        

    

  


  

      

          @spec expand(binary()) :: {map(), map()}


      


Expands a compacted encrypted binary into a map.
iex> JOSE.JWE.expand("eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0..jBt5tTa1Q0N3uFPEkf30MQ.Ei49MvTLLje7bsZ5EZCZMA.gMWOAmhZSq9ksHCZm6VSoA")
{%{},
 %{"ciphertext" => "Ei49MvTLLje7bsZ5EZCZMA", "encrypted_key" => "",
   "iv" => "jBt5tTa1Q0N3uFPEkf30MQ",
   "protected" => "eyJhbGciOiJkaXIiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2In0",
   "tag" => "gMWOAmhZSq9ksHCZm6VSoA"}}
See compact/1.

  



  
    
      
    
    
      from(list)



        
          
        

    

  


  

      

          @spec from(t() | map() | binary()) :: t()


          @spec from([t() | map() | binary()]) :: [t()]


      


Converts a binary or map into a JOSE.JWE.
iex> JOSE.JWE.from(%{ "alg" => "dir" })
%JOSE.JWE{alg: {:jose_jwe_alg_dir, :dir}, enc: :undefined, fields: %{},
 zip: :undefined}
iex> JOSE.JWE.from("{"alg":"dir"}")
%JOSE.JWE{alg: {:jose_jwe_alg_dir, :dir}, enc: :undefined, fields: %{},
 zip: :undefined}
There are 3 keys which can have custom modules defined for them:
	"alg" - must implement :jose_jwe and :jose_jwe_alg behaviours
	"enc" - must implement :jose_jwe and :jose_jwe_enc behaviours
	"zip" - must implement :jose_jwe and :jose_jwe_zip behaviours

For example:
iex> JOSE.JWE.from({%{ zip: MyCustomCompress }, %{ "alg" => "dir", "zip" => "custom" }})
%JOSE.JWE{alg: {:jose_jwe_alg_dir, :dir}, enc: :undefined, fields: %{},
 zip: {MyCustomCompress, :state}}

  



  
    
      
    
    
      from_binary(list)



        
          
        

    

  


  

      

          @spec from_binary(binary()) :: t()


          @spec from_binary([binary()]) :: [t()]


      


Converts a binary into a JOSE.JWE.

  



  
    
      
    
    
      from_file(file)



        
          
        

    

  


  

      

          @spec from_file(String.t()) :: t()


      


Reads file and calls from_binary/1 to convert into a JOSE.JWE.

  



  
    
      
    
    
      from_map(list)



        
          
        

    

  


  

      

          @spec from_map(map()) :: t()


          @spec from_map([map()]) :: [t()]


      


Converts a map into a JOSE.JWE.

  



  
    
      
    
    
      from_record(jose_jwe)



        
          
        

    

  


  

      

          @spec from_record(tuple()) :: t()


          @spec from_record([tuple()]) :: [t()]


      


Converts a :jose_jwe record into a JOSE.JWE.

  



  
    
      
    
    
      generate_key(list)



        
          
        

    

  


  

      

          @spec generate_key(t() | binary() | map()) :: JOSE.JWK.t()


          @spec generate_key([t() | binary() | map()]) :: [JOSE.JWK.t()]


      


Generates a new JOSE.JWK based on the algorithms of the specified JOSE.JWE.
iex> JOSE.JWE.generate_key(%{"alg" => "dir", "enc" => "A128GCM"})
%JOSE.JWK{fields: %{"alg" => "dir", "enc" => "A128GCM", "use" => "enc"},
 keys: :undefined,
 kty: {:jose_jwk_kty_oct,
  <<188, 156, 171, 224, 232, 231, 41, 250, 210, 117, 112, 219, 134, 218, 94, 50>>}}

  



  
    
      
    
    
      key_decrypt(jwk, encrypted_key, jwe)



        
          
        

    

  


  

      

          @spec key_decrypt(JOSE.JWK.t(), binary(), t()) :: {binary(), t()} | {:error, term()}


      


Decrypts the encrypted_key using the jwk and the "alg" and "enc" specified by the jwe.
# let's define our jwk and encrypted_key
jwk = JOSE.JWK.from(%{"k" => "idN_YyeYZqEE7BkpexhA2Q", "kty" => "oct"})
enc = <<27, 123, 126, 121, 56, 105, 105, 81, 140, 76, 30, 2, 14, 92, 231, 174, 203, 196, 110, 204, 57, 238, 248, 73>>

iex> JOSE.JWE.key_decrypt(jwk, enc, %{ "alg" => "A128KW", "enc" => "A128CBC-HS256" })
<<134, 82, 15, 176, 181, 115, 173, 19, 13, 44, 189, 185, 187, 125, 28, 240>>
See key_encrypt/3.

  



  
    
      
    
    
      key_encrypt(jwk, decrypted_key, jwe)



        
          
        

    

  


  

      

          @spec key_encrypt(JOSE.JWK.t(), binary(), t()) :: {binary(), t()} | {:error, term()}


      


Encrypts the decrypted_key using the jwk and the "alg" and "enc" specified by the jwe.
# let's define our jwk and cek (or decrypted_key)
jwk = JOSE.JWK.from(%{"k" => "idN_YyeYZqEE7BkpexhA2Q", "kty" => "oct"})            # JOSE.JWK.generate_key({:oct, 16})
cek = <<134, 82, 15, 176, 181, 115, 173, 19, 13, 44, 189, 185, 187, 125, 28, 240>> # :crypto.rand_bytes(16)

iex> JOSE.JWE.key_encrypt(jwk, cek, %{ "alg" => "A128KW", "enc" => "A128CBC-HS256" })
{<<27, 123, 126, 121, 56, 105, 105, 81, 140, 76, 30, 2, 14, 92, 231, 174, 203, 196, 110, 204, 57, 238, 248, 73>>,
 %JOSE.JWE{alg: {:jose_jwe_alg_aes_kw,
   {:jose_jwe_alg_aes_kw, 128, false, :undefined, :undefined}},
  enc: {:jose_jwe_enc_aes,
   {:jose_jwe_enc_aes, {:aes_cbc, 128}, 256, 32, 16, 16, 16, 16, :sha256}},
  fields: %{}, zip: :undefined}}
See key_decrypt/3.

  



  
    
      
    
    
      merge(left, right)



        
          
        

    

  


  

      

          @spec merge(t() | tuple(), t() | tuple()) :: t()


      


Merges map on right into map on left.

  



  
    
      
    
    
      next_cek(jwk, jwe)



        
          
        

    

  


  

      

          @spec next_cek(JOSE.JWK.t(), t() | tuple() | map() | binary()) :: binary()


      


Returns the next cek using the jwk and the "alg" and "enc" specified by the jwe.
# let's define our jwk
jwk = JOSE.JWK.from(%{"k" => "idN_YyeYZqEE7BkpexhA2Q", "kty" => "oct"}) # JOSE.JWK.generate_key({:oct, 16})

iex> JOSE.JWE.next_cek(jwk, %{ "alg" => "A128KW", "enc" => "A128CBC-HS256" })
<<37, 83, 139, 165, 44, 23, 163, 186, 255, 155, 183, 17, 220, 211, 80, 247, 239, 149, 194, 53, 134, 41, 254, 176, 0, 247, 66, 38, 217, 252, 82, 233>>

# when using the "dir" algorithm, the jwk itself will be used
iex> JOSE.JWE.next_cek(jwk, %{ "alg" => "dir", "enc" => "A128GCM" })
<<137, 211, 127, 99, 39, 152, 102, 161, 4, 236, 25, 41, 123, 24, 64, 217>>

  



  
    
      
    
    
      next_iv(jwe)



        
          
        

    

  


  

      

          @spec next_iv(t() | tuple()) :: binary()


      


Returns the next iv the "alg" and "enc" specified by the jwe.
# typically just returns random bytes for the specified "enc" algorithm
iex> bit_size(JOSE.JWE.next_iv(%{ "alg" => "dir", "enc" => "A128CBC-HS256" }))
128
iex> bit_size(JOSE.JWE.next_iv(%{ "alg" => "dir", "enc" => "A128GCM" }))
96

  



  
    
      
    
    
      to_binary(list)



        
          
        

    

  


  

      

          @spec to_binary(t() | map() | binary()) :: binary()


          @spec to_binary([t() | map() | binary()]) :: [binary()]


      


Converts a JOSE.JWE into a binary.

  



  
    
      
    
    
      to_file(file, jwe)



        
          
        

    

  


  

      

          @spec to_file(String.t(), t() | map() | binary()) :: :ok | {:error, reason :: term()}


      


Calls to_binary/1 on a JOSE.JWE and then writes the binary to file.

  



  
    
      
    
    
      to_map(list)



        
          
        

    

  


  

      

          @spec to_map(t() | map() | binary()) :: map()


          @spec to_map([t() | map() | binary()]) :: [map()]


      


Converts a JOSE.JWE into a map.

  



  
    
      
    
    
      to_record(list)



        
          
        

    

  


  

      

          @spec to_record(t()) :: tuple()


          @spec to_record([t()]) :: [tuple()]


      


Converts a JOSE.JWE struct to a :jose_jwe record.

  



  
    
      
    
    
      uncompress(cipher_text, jwe)



        
          
        

    

  


  

      

          @spec uncompress(binary(), t() | tuple()) :: binary()


      


Uncompresses the cipher_text using the "zip" algorithm specified by the jwe.
iex> JOSE.JWE.uncompress(<<120, 156, 171, 174, 5, 0, 1, 117, 0, 249>>, %{ "alg" => "dir", "zip" => "DEF" })
"{}"
See compress/2.

  


        

      


  

    
JOSE.JWK 
    



      
JWK stands for JSON Web Key which is defined in RFC 7517.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        block_decrypt(encrypted, jwk)

      


        Decrypts the encrypted binary or map using the jwk.  See JOSE.JWE.block_decrypt/2.



    


    
      
        block_encrypt(plain_text, jwk)

      


        Encrypts the plain_text using the jwk and the default jwe based on the key type.  See block_encrypt/3.



    


    
      
        block_encrypt(plain_text, jwe, jwk)

      


        Encrypts the plain_text using the jwk and algorithms specified by the jwe.  See JOSE.JWE.block_encrypt/3.



    


    
      
        block_encryptor(list)

      


        Returns a block encryptor map for the key type.



    


    
      
        box_decrypt(encrypted, my_private_jwk)

          deprecated

      


    


    
      
        box_decrypt_ecdh_1pu(encrypted, u_static_public_key, v_static_secret_key)

      


        ECDH-1PU Key Agreement decryption of the encrypted binary or map using u_static_public_key and v_static_secret_key.  See box_encrypt_ecdh_1pu/3 and JOSE.JWE.block_decrypt/2.



    


    
      
        box_decrypt_ecdh_es(encrypted, v_static_secret_key)

      


        ECDH-ES Key Agreement decryption of the encrypted binary or map using v_static_secret_key.  See box_encrypt_ecdh_es/2 and JOSE.JWE.block_decrypt/2.



    


    
      
        box_decrypt_ecdh_ss(encrypted, v_static_secret_key)

      


        ECDH-SS Key Agreement decryption of the encrypted binary or map using v_static_secret_key.  See box_encrypt_ecdh_ss/2 and JOSE.JWE.block_decrypt/2.



    


    
      
        box_encrypt(plain_text, other_public_jwk)

          deprecated

      


    


    
      
        box_encrypt(plain_text, other_public_jwk, my_private_jwk)

          deprecated

      


    


    
      
        box_encrypt(plain_text, jwe, other_public_jwk, my_private_jwk)

          deprecated

      


    


    
      
        box_encrypt_ecdh_1pu(plain_text, v_static_public_key, u_static_secret_key)

      


        ECDH-1PU Key Agreement encryption of plain_text by generating an ephemeral secret key based on v_static_public_key and u_static_secret_key curve.  See box_encrypt_ecdh_1pu/4.



    


    
      
        box_encrypt_ecdh_1pu(plain_text, v_static_public_key, u_static_secret_key, u_ephemeral_secret_key)

      


        ECDH-1PU Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, u_ephemeral_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_1pu/5.



    


    
      
        box_encrypt_ecdh_1pu(plain_text, jwe, v_static_public_key, u_static_secret_key, u_ephemeral_secret_key)

      


        ECDH-1PU Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, u_ephemeral_secret_key, and the algorithms specified by the jwe.



    


    
      
        box_encrypt_ecdh_es(plain_text, v_static_public_key)

      


        ECDH-ES Key Agreement encryption of plain_text by generating an ephemeral secret key based on v_static_public_key curve.  See box_encrypt_ecdh_es/3.



    


    
      
        box_encrypt_ecdh_es(plain_text, v_static_public_key, u_ephemeral_secret_key)

      


        ECDH-ES Key Agreement encryption of plain_text using v_static_public_key, u_ephemeral_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_es/4.



    


    
      
        box_encrypt_ecdh_es(plain_text, jwe, v_static_public_key, u_ephemeral_secret_key)

      


        ECDH-ES Key Agreement encryption of plain_text using v_static_public_key, u_ephemeral_secret_key, and the algorithms specified by the jwe.



    


    
      
        box_encrypt_ecdh_ss(plain_text, v_static_public_key)

      


        ECDH-SS Key Agreement encryption of plain_text by generating a static secret key based on v_static_public_key curve.  See box_encrypt_ecdh_ss/3.



    


    
      
        box_encrypt_ecdh_ss(plain_text, v_static_public_key, u_static_secret_key)

      


        ECDH-SS Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_ss/4.



    


    
      
        box_encrypt_ecdh_ss(plain_text, jwe, v_static_public_key, u_static_secret_key)

      


        ECDH-SS Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, and the algorithms specified by the jwe.



    


    
      
        from(list)

      


        Converts a binary or map into a JOSE.JWK.



    


    
      
        from(password, list)

      


        Decrypts an encrypted binary or map into a JOSE.JWK using the specified password.



    


    
      
        from_binary(list)

      


        Converts a binary into a JOSE.JWK.



    


    
      
        from_binary(password, list)

      


        Decrypts an encrypted binary into a JOSE.JWK using password.  See from/2.



    


    
      
        from_der(list)

      


        Converts a DER (Distinguished Encoding Rules)  binary into a JOSE.JWK.



    


    
      
        from_der(password, list)

      


        Decrypts an encrypted DER (Distinguished Encoding Rules)  binary into a JOSE.JWK using password.



    


    
      
        from_der_file(file)

      


        Reads file and calls from_der/1 to convert into a JOSE.JWK.



    


    
      
        from_der_file(password, file)

      


        Reads encrypted file and calls from_der/2 to convert into a JOSE.JWK using password.



    


    
      
        from_file(file)

      


        Reads file and calls from_binary/1 to convert into a JOSE.JWK.



    


    
      
        from_file(password, file)

      


        Reads encrypted file and calls from_binary/2 to convert into a JOSE.JWK using password.  See from/2.



    


    
      
        from_firebase(any)

      


        Converts Firebase certificate public keys into a map of JOSE.JWK.



    


    
      
        from_key(list)

      


        Converts Erlang records for :ECPrivateKey, :ECPublicKey, :RSAPrivateKey, and :RSAPublicKey into a JOSE.JWK.



    


    
      
        from_map(list)

      


        Converts a map into a JOSE.JWK.



    


    
      
        from_map(password, list)

      


        Decrypts an encrypted map into a JOSE.JWK using password.  See from/2.



    


    
      
        from_oct(list)

      


        Converts an arbitrary binary into a JOSE.JWK with "kty" of "oct".



    


    
      
        from_oct(password, list)

      


        Decrypts an encrypted arbitrary binary into a JOSE.JWK with "kty" of "oct" using password.  See from/2.



    


    
      
        from_oct_file(file)

      


        Reads file and calls from_oct/1 to convert into a JOSE.JWK.



    


    
      
        from_oct_file(password, file)

      


        Reads encrypted file and calls from_oct/2 to convert into a JOSE.JWK using password.  See from/2.



    


    
      
        from_okp(list)

      


        Converts an octet key pair into a JOSE.JWK with "kty" of "OKP".



    


    
      
        from_openssh_key(list)

      


        Converts an openssh key into a JOSE.JWK with "kty" of "OKP".



    


    
      
        from_openssh_key_file(file)

      


        Reads file and calls from_openssh_key/1 to convert into a JOSE.JWK.



    


    
      
        from_pem(list)

      


        Converts a PEM (Privacy Enhanced Email) binary into a JOSE.JWK.



    


    
      
        from_pem(password, list)

      


        Decrypts an encrypted PEM (Privacy Enhanced Email) binary into a JOSE.JWK using password.



    


    
      
        from_pem_file(file)

      


        Reads file and calls from_pem/1 to convert into a JOSE.JWK.



    


    
      
        from_pem_file(password, file)

      


        Reads encrypted file and calls from_pem/2 to convert into a JOSE.JWK using password.



    


    
      
        from_record(jose_jwk)

      


        Converts a :jose_jwk record into a JOSE.JWK.



    


    
      
        generate_key(jwk)

      


        Generates a new JOSE.JWK based on another JOSE.JWK or from initialization params provided.



    


    
      
        merge(left, right)

      


        Merges map on right into map on left.



    


    
      
        shared_secret(your_jwk, my_jwk)

      


        Computes the shared secret between two keys.  Currently only works for "EC" keys and "OKP" keys with "crv" set to "X25519" or "X448".



    


    
      
        sign(plain_text, jwk)

      


        Signs the plain_text using the jwk and the default signer algorithm jws for the key type.  See sign/3.



    


    
      
        sign(plain_text, jws, jwk)

      


        Signs the plain_text using the jwk and the algorithm specified by the jws.  See JOSE.JWS.sign/3.



    


    
      
        signer(list)

      


        Returns a signer map for the key type.



    


    
      
        thumbprint(list)

      


        Returns the unique thumbprint for a JOSE.JWK using the :sha256 digest type.  See thumbprint/2.



    


    
      
        thumbprint(digest_type, list)

      


        Returns the unique thumbprint for a JOSE.JWK using the digest_type.



    


    
      
        to_binary(list)

      


        Converts a JOSE.JWK into a binary.



    


    
      
        to_binary(password, list)

      


        Encrypts a JOSE.JWK into a binary using password and the default jwe for the key type.  See to_binary/3.



    


    
      
        to_binary(password, jwe, jwk)

      


        Encrypts a JOSE.JWK into a binary using password and jwe.



    


    
      
        to_der(list)

      


        Converts a JOSE.JWK into a DER (Distinguished Encoding Rules)  binary.



    


    
      
        to_der(password, list)

      


        Encrypts a JOSE.JWK into a DER (Distinguished Encoding Rules)  encrypted binary using password.



    


    
      
        to_der_file(file, jwk)

      


        Calls to_der/1 on a JOSE.JWK and then writes the binary to file.



    


    
      
        to_der_file(password, file, jwk)

      


        Calls to_der/2 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_file(file, jwk)

      


        Calls to_binary/1 on a JOSE.JWK and then writes the binary to file.



    


    
      
        to_file(password, file, jwk)

      


        Calls to_binary/2 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_file(password, file, jwe, jwk)

      


        Calls to_binary/3 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_key(list)

      


        Converts a JOSE.JWK into the raw key format.



    


    
      
        to_map(list)

      


        Converts a JOSE.JWK into a map.



    


    
      
        to_map(password, list)

      


        Encrypts a JOSE.JWK into a map using password and the default jwe for the key type.  See to_map/3.



    


    
      
        to_map(password, jwe, jwk)

      


        Encrypts a JOSE.JWK into a map using password and jwe.



    


    
      
        to_oct(list)

      


        Converts a JOSE.JWK into a raw binary octet.



    


    
      
        to_oct(password, list)

      


        Encrypts a JOSE.JWK into a raw binary octet using password and the default jwe for the key type.  See to_oct/3.



    


    
      
        to_oct(password, jwe, jwk)

      


        Encrypts a JOSE.JWK into a raw binary octet using password and jwe.



    


    
      
        to_oct_file(file, jwk)

      


        Calls to_oct/1 on a JOSE.JWK and then writes the binary to file.



    


    
      
        to_oct_file(password, file, jwk)

      


        Calls to_oct/2 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_oct_file(password, file, jwe, jwk)

      


        Calls to_oct/3 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_okp(list)

      


        Converts a JOSE.JWK into an octet key pair.



    


    
      
        to_openssh_key(list)

      


        Converts a JOSE.JWK into an OpenSSH key binary.



    


    
      
        to_openssh_key_file(file, jwk)

      


        Calls to_openssh_key/1 on a JOSE.JWK and then writes the binary to file.



    


    
      
        to_pem(list)

      


        Converts a JOSE.JWK into a PEM (Privacy Enhanced Email) binary.



    


    
      
        to_pem(password, list)

      


        Encrypts a JOSE.JWK into a PEM (Privacy Enhanced Email) encrypted binary using password.



    


    
      
        to_pem_file(file, jwk)

      


        Calls to_pem/1 on a JOSE.JWK and then writes the binary to file.



    


    
      
        to_pem_file(password, file, jwk)

      


        Calls to_pem/2 on a JOSE.JWK and then writes the encrypted binary to file.



    


    
      
        to_public(list)

      


        Converts a private JOSE.JWK into a public JOSE.JWK.



    


    
      
        to_public_file(file, jwk)

      


        Calls to_public/1 and then to_file/2 on a JOSE.JWK.



    


    
      
        to_public_key(list)

      


        Calls to_public/1 and then to_key/1 on a JOSE.JWK.



    


    
      
        to_public_map(list)

      


        Calls to_public/1 and then to_map/1 on a JOSE.JWK.



    


    
      
        to_record(list)

      


        Converts a JOSE.JWK struct to a :jose_jwk record.



    


    
      
        to_thumbprint_map(list)

      


        Converts a JOSE.JWK into a map that can be used by thumbprint/1 and thumbprint/2.



    


    
      
        verifier(list)

      


        Returns a verifier algorithm list for the key type.



    


    
      
        verify(signed, jwk)

      


        Verifies the signed using the jwk.  See JOSE.JWS.verify_strict/3.



    


    
      
        verify_strict(signed, allow, jwk)

      


        Verifies the signed using the jwk and whitelists the "alg" using allow.  See JOSE.JWS.verify/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %JOSE.JWK{fields: term(), keys: term(), kty: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      block_decrypt(encrypted, jwk)



        
          
        

    

  


  

Decrypts the encrypted binary or map using the jwk.  See JOSE.JWE.block_decrypt/2.

  



  
    
      
    
    
      block_encrypt(plain_text, jwk)



        
          
        

    

  


  

Encrypts the plain_text using the jwk and the default jwe based on the key type.  See block_encrypt/3.

  



  
    
      
    
    
      block_encrypt(plain_text, jwe, jwk)



        
          
        

    

  


  

Encrypts the plain_text using the jwk and algorithms specified by the jwe.  See JOSE.JWE.block_encrypt/3.

  



  
    
      
    
    
      block_encryptor(list)



        
          
        

    

  


  

Returns a block encryptor map for the key type.

  



  
    
      
    
    
      box_decrypt(encrypted, my_private_jwk)



        
          
        

    

  


    
      This function is deprecated. Use JOSE.JWK.box_decrypt_ecdh_es/2 or JOSE.JWK.box_decrypt_ecdh_1pu/3 instead.
    


  


  



  
    
      
    
    
      box_decrypt_ecdh_1pu(encrypted, u_static_public_key, v_static_secret_key)



        
          
        

    

  


  

ECDH-1PU Key Agreement decryption of the encrypted binary or map using u_static_public_key and v_static_secret_key.  See box_encrypt_ecdh_1pu/3 and JOSE.JWE.block_decrypt/2.

  



  
    
      
    
    
      box_decrypt_ecdh_es(encrypted, v_static_secret_key)



        
          
        

    

  


  

ECDH-ES Key Agreement decryption of the encrypted binary or map using v_static_secret_key.  See box_encrypt_ecdh_es/2 and JOSE.JWE.block_decrypt/2.

  



  
    
      
    
    
      box_decrypt_ecdh_ss(encrypted, v_static_secret_key)



        
          
        

    

  


  

ECDH-SS Key Agreement decryption of the encrypted binary or map using v_static_secret_key.  See box_encrypt_ecdh_ss/2 and JOSE.JWE.block_decrypt/2.

  



  
    
      
    
    
      box_encrypt(plain_text, other_public_jwk)



        
          
        

    

  


    
      This function is deprecated. Use JOSE.JWK.box_decrypt_ecdh_es/2 or JOSE.JWK.box_encrypt_ecdh_1pu/3 instead.
    


  


  



  
    
      
    
    
      box_encrypt(plain_text, other_public_jwk, my_private_jwk)



        
          
        

    

  


    
      This function is deprecated. Use JOSE.JWK.box_decrypt_ecdh_es/3 or JOSE.JWK.box_encrypt_ecdh_1pu/4 instead.
    


  


  



  
    
      
    
    
      box_encrypt(plain_text, jwe, other_public_jwk, my_private_jwk)



        
          
        

    

  


    
      This function is deprecated. Use JOSE.JWK.box_decrypt_ecdh_es/4 or JOSE.JWK.box_encrypt_ecdh_1pu/5 instead.
    


  


  



  
    
      
    
    
      box_encrypt_ecdh_1pu(plain_text, v_static_public_key, u_static_secret_key)



        
          
        

    

  


  

ECDH-1PU Key Agreement encryption of plain_text by generating an ephemeral secret key based on v_static_public_key and u_static_secret_key curve.  See box_encrypt_ecdh_1pu/4.
# Alice (U) wants to send Bob (V) a secret message.
# They have already shared their static public keys with one another through an unspecified channel:
u_static_public_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "kty" => "OKP",
  "x" => "sz1JMMasNRLQfXIkvLTRaOu978QQu1roFKxBPKZdsC8"
})
v_static_public_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# WARNING: Do not share secret keys.  For reference purposes only, here is Alice's (U) static secret key that is used below:
u_static_secret_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "d" => "SfYmE8aLpvX6Z0rZQVa5eBjLKeINUfSlu-_AcYJXCqQ",
  "kty" => "OKP",
  "x" => "sz1JMMasNRLQfXIkvLTRaOu978QQu1roFKxBPKZdsC8"
})
# WARNING: Do not share secret keys.  For reference purposes only, here is Bob's (V) static secret key that is used below:
v_static_secret_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "d" => "8-SdA6TQ1mdFRC06U-R4-ah6YkeVcodtGuMNVngwlto",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# Alice (U) uses Bob's (V) static public key along with Alice's (U) static secret key to generate an ephemeral secret key used to encrypt the message:
iex> {enc_alice2bob_tuple, u_ephemeral_secret_key} = JOSE.JWK.box_encrypt_ecdh_1pu("secret message", v_static_public_key, u_static_secret_key)
{{%{alg: :jose_jwe_alg_ecdh_1pu, enc: :jose_jwe_enc_aes},
  %{
    "ciphertext" => "Ry0I26YMnaHSmNQ86EY",
    "encrypted_key" => "",
    "iv" => "swK08mi6cjJ1aUQF",
    "protected" => "eyJhbGciOiJFQ0RILTFQVSIsImFwdSI6IjAybXM0OF90ZmpqQXk4TXJMeDV1LW1yaVZwT24tOFpNVmtDTXlIbEtBTjAiLCJhcHYiOiJrNDR0QzE4U2tYTUVXektFQ0JSZ3VhMHpaX01MRHY1VTQ2TWNueVl6ajBBIiwiZW5jIjoiQTEyOEdDTSIsImVwayI6eyJjcnYiOiJYMjU1MTkiLCJrdHkiOiJPS1AiLCJ4IjoiX3JBS1l6WThJczFSRXJQTTVod29OSEZjdWZQOHpiYXpVaTN5QXJ3WnVDVSJ9LCJza2lkIjoieXNZVzZiUmRpVW1ST0NWa09oSmtWMV9JX0VEM1dESzBIN2tkbU5GelNYSSJ9",
    "tag" => "-6PitRlVuXk5HT3g_y6Uxw"
  }},
 %JOSE.JWK{
   keys: :undefined,
   kty: {:jose_jwk_kty_okp_x25519,
    <<30, 250, 220, 248, 158, 207, 86, 211, 254, 196, 78, 125, 132, 228, 186, 20, 253, 56, 226, 29, 191, 220, 131, 114, 44, 253, 72, 117, 25, 112, 209, 175, 254, 176, 10, 99, 54, 60, 34, 205, 81, 18, 179, 204, 230, 28, 40, 52, 113, 92, 185, 243, 252, 205, 182, 179, 82, 45, 242, 2, 188, 25, 184, 37>>},
   fields: %{}
 }}

# Alice (U) compacts the encrypted message and sends it to Bob (V), which contains Alice's (U) ephemeral public key:
iex> enc_alice2bob_binary = JOSE.JWE.compact(enc_alice2bob_tuple) |> elem(1)
"eyJhbGciOiJFQ0RILTFQVSIsImFwdSI6IjAybXM0OF90ZmpqQXk4TXJMeDV1LW1yaVZwT24tOFpNVmtDTXlIbEtBTjAiLCJhcHYiOiJrNDR0QzE4U2tYTUVXektFQ0JSZ3VhMHpaX01MRHY1VTQ2TWNueVl6ajBBIiwiZW5jIjoiQTEyOEdDTSIsImVwayI6eyJjcnYiOiJYMjU1MTkiLCJrdHkiOiJPS1AiLCJ4IjoiX3JBS1l6WThJczFSRXJQTTVod29OSEZjdWZQOHpiYXpVaTN5QXJ3WnVDVSJ9LCJza2lkIjoieXNZVzZiUmRpVW1ST0NWa09oSmtWMV9JX0VEM1dESzBIN2tkbU5GelNYSSJ9..swK08mi6cjJ1aUQF.Ry0I26YMnaHSmNQ86EY.-6PitRlVuXk5HT3g_y6Uxw"

# Bob (V) can then decrypt the encrypted message using Alice's (U) static public key along with Bob's (V) static secret key:
iex> JOSE.JWK.box_decrypt_ecdh_1pu(enc_alice2bob_binary, u_static_public_key, v_static_secret_key)
{"secret message",
 %JOSE.JWE{
   alg: {:jose_jwe_alg_ecdh_1pu,
    {:jose_jwe_alg_ecdh_1pu,
     {:jose_jwk, :undefined,
      {:jose_jwk_kty_okp_x25519,
       <<254, 176, 10, 99, 54, 60, 34, 205, 81, 18, 179, 204, 230, 28, 40, 52, 113, 92, 185, 243, 252, 205, 182, 179, 82, 45, 242, 2, 188, 25, 184, 37>>}, %{}},
     <<211, 105, 172, 227, 207, 237, 126, 56, 192, 203, 195, 43, 47, 30, 110, 250, 106, 226, 86, 147, 167, 251, 198, 76, 86, 64, 140, 200, 121, 74, 0, 221>>,
     <<147, 142, 45, 11, 95, 18, 145, 115, 4, 91, 50, 132, 8, 20, 96, 185, 173, 51, 103, 243, 11, 14, 254, 84, 227, 163, 28, 159, 38, 51, 143, 64>>, :undefined, :undefined, :undefined, :undefined}},
   enc: {:jose_jwe_enc_aes,
    {:jose_jwe_enc_aes, {:aes_gcm, 128}, 128, 16, 12, :undefined, :undefined, :undefined, :undefined}},
   zip: :undefined,
   fields: %{"skid" => "ysYW6bRdiUmROCVkOhJkV1_I_ED3WDK0H7kdmNFzSXI"}
 }}

  



  
    
      
    
    
      box_encrypt_ecdh_1pu(plain_text, v_static_public_key, u_static_secret_key, u_ephemeral_secret_key)



        
          
        

    

  


  

ECDH-1PU Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, u_ephemeral_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_1pu/5.

  



  
    
      
    
    
      box_encrypt_ecdh_1pu(plain_text, jwe, v_static_public_key, u_static_secret_key, u_ephemeral_secret_key)



        
          
        

    

  


  

ECDH-1PU Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, u_ephemeral_secret_key, and the algorithms specified by the jwe.

  



  
    
      
    
    
      box_encrypt_ecdh_es(plain_text, v_static_public_key)



        
          
        

    

  


  

ECDH-ES Key Agreement encryption of plain_text by generating an ephemeral secret key based on v_static_public_key curve.  See box_encrypt_ecdh_es/3.
# Alice (U) wants to send Bob (V) a secret message.
# Bob (V) has already shared their static public key with Alice (U) through an unspecified channel:
v_static_public_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# WARNING: Do not share secret keys.  For reference purposes only, here is Bob's (V) static secret key that is used below:
v_static_secret_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "d" => "8-SdA6TQ1mdFRC06U-R4-ah6YkeVcodtGuMNVngwlto",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# Alice (U) uses Bob's (V) static public key to generate an ephemeral secret key used to encrypt the message:
iex> {enc_alice2bob_tuple, u_ephemeral_secret_key} = JOSE.JWK.box_encrypt_ecdh_es("secret message", v_static_public_key)
{{%{alg: :jose_jwe_alg_ecdh_es, enc: :jose_jwe_enc_aes},
  %{
    "ciphertext" => "AhQ3W31vvypJNubhD2U",
    "encrypted_key" => "",
    "iv" => "YjojFg2wPnk5JmMG",
    "protected" => "eyJhbGciOiJFQ0RILUVTIiwiYXB1IjoiRHNVZlFNdUEybnZqMnRzTVp1N0o5YUFEekw3akUyRFUzRWFvVTh3YmJlVSIsImFwdiI6Ims0NHRDMThTa1hNRVd6S0VDQlJndWEwelpfTUxEdjVVNDZNY255WXpqMEEiLCJlbmMiOiJBMTI4R0NNIiwiZXBrIjp7ImNydiI6IlgyNTUxOSIsImt0eSI6Ik9LUCIsIngiOiJwRkg3YXZYQlFvUjBoZnNsUm1HaVJxREpxdUVjS0w0eTU4TEZocnc1S3dFIn19",
    "tag" => "pwRKlhhXEPjwZg13455U5Q"
  }},
 %JOSE.JWK{
   keys: :undefined,
   kty: {:jose_jwk_kty_okp_x25519,
    <<68, 178, 96, 158, 87, 182, 26, 216, 211, 230, 115, 239, 145, 244, 93, 4, 79, 231, 189, 5, 96, 164, 241, 132, 123, 151, 253, 19, 109, 246, 211, 86, 164, 81, 251, 106, 245, 193, 66, 132, 116, 133, 251, 37, 70, 97, 162, 70, 160, 201, 170, 225, 28, 40, 190, 50, 231, 194, 197, 134, 188, 57, 43, 1>>},
   fields: %{}
 }}

# Alice (U) compacts the encrypted message and sends it to Bob (V), which contains Alice's (U) ephemeral public key:
iex> enc_alice2bob_binary = JOSE.JWE.compact(enc_alice2bob_tuple) |> elem(1)
"eyJhbGciOiJFQ0RILUVTIiwiYXB1IjoiRHNVZlFNdUEybnZqMnRzTVp1N0o5YUFEekw3akUyRFUzRWFvVTh3YmJlVSIsImFwdiI6Ims0NHRDMThTa1hNRVd6S0VDQlJndWEwelpfTUxEdjVVNDZNY255WXpqMEEiLCJlbmMiOiJBMTI4R0NNIiwiZXBrIjp7ImNydiI6IlgyNTUxOSIsImt0eSI6Ik9LUCIsIngiOiJwRkg3YXZYQlFvUjBoZnNsUm1HaVJxREpxdUVjS0w0eTU4TEZocnc1S3dFIn19..YjojFg2wPnk5JmMG.AhQ3W31vvypJNubhD2U.pwRKlhhXEPjwZg13455U5Q"

# Bob (V) can then decrypt the encrypted message with Bob's (V) static secret key:
iex> JOSE.JWK.box_decrypt_ecdh_es(enc_alice2bob_binary, v_static_secret_key)
{"secret message",
 %JOSE.JWE{
   alg: {:jose_jwe_alg_ecdh_es,
    {:jose_jwe_alg_ecdh_es,
     {:jose_jwk, :undefined,
      {:jose_jwk_kty_okp_x25519,
       <<164, 81, 251, 106, 245, 193, 66, 132, 116, 133, 251, 37, 70, 97, 162, 70, 160, 201, 170, 225, 28, 40, 190, 50, 231, 194, 197, 134, 188, 57, 43, 1>>}, %{}},
     <<14, 197, 31, 64, 203, 128, 218, 123, 227, 218, 219, 12, 102, 238, 201, 245, 160, 3, 204, 190, 227, 19, 96, 212, 220, 70, 168, 83, 204, 27, 109, 229>>,
     <<147, 142, 45, 11, 95, 18, 145, 115, 4, 91, 50, 132, 8, 20, 96, 185, 173, 51, 103, 243, 11, 14, 254, 84, 227, 163, 28, 159, 38, 51, 143, 64>>, :undefined, :undefined, :undefined, :undefined}},
   enc: {:jose_jwe_enc_aes,
    {:jose_jwe_enc_aes, {:aes_gcm, 128}, 128, 16, 12, :undefined, :undefined, :undefined, :undefined}},
   zip: :undefined,
   fields: %{}
 }}

  



  
    
      
    
    
      box_encrypt_ecdh_es(plain_text, v_static_public_key, u_ephemeral_secret_key)



        
          
        

    

  


  

ECDH-ES Key Agreement encryption of plain_text using v_static_public_key, u_ephemeral_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_es/4.

  



  
    
      
    
    
      box_encrypt_ecdh_es(plain_text, jwe, v_static_public_key, u_ephemeral_secret_key)



        
          
        

    

  


  

ECDH-ES Key Agreement encryption of plain_text using v_static_public_key, u_ephemeral_secret_key, and the algorithms specified by the jwe.

  



  
    
      
    
    
      box_encrypt_ecdh_ss(plain_text, v_static_public_key)



        
          
        

    

  


  

ECDH-SS Key Agreement encryption of plain_text by generating a static secret key based on v_static_public_key curve.  See box_encrypt_ecdh_ss/3.
# Alice (U) wants to send Bob (V) a secret message.
# Bob (V) has already shared their static public key with Alice (U) through an unspecified channel:
v_static_public_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# WARNING: Do not share secret keys.  For reference purposes only, here is Alice's (U) static secret key that is used below:
u_static_secret_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "d" => "SfYmE8aLpvX6Z0rZQVa5eBjLKeINUfSlu-_AcYJXCqQ",
  "kty" => "OKP",
  "x" => "sz1JMMasNRLQfXIkvLTRaOu978QQu1roFKxBPKZdsC8"
})
# WARNING: Do not share secret keys.  For reference purposes only, here is Bob's (V) static secret key that is used below:
v_static_secret_key = JOSE.JWK.from(%{
  "crv" => "X25519",
  "d" => "8-SdA6TQ1mdFRC06U-R4-ah6YkeVcodtGuMNVngwlto",
  "kty" => "OKP",
  "x" => "EFvrJluQClNDvbIjcie4UADLfirR9Fk53rcSM5gibx4"
})

# Alice (U) uses Bob's (V) static public key and Alice's (U) static secret key to encrypt the message:
iex> enc_alice2bob_tuple = JOSE.JWK.box_encrypt_ecdh_ss("secret message", v_static_public_key, u_static_secret_key)
{%{alg: :jose_jwe_alg_ecdh_ss, enc: :jose_jwe_enc_aes}, %{
   "ciphertext" => "yug6TzZUgAEt0DAPNnw",
   "encrypted_key" => "",
   "iv" => "f3rEdLgkLLXqDjno",
   "protected" => "eyJhbGciOiJFQ0RILVNTIiwiYXB1IjoieG1RUUNGbzk5OF9TVzhkMy1vQnRMX0ZfbGtBd1E0Y1J0VHZSRWtlUjBaVTdNR2Q0SkZqSHczR2t1dVdXNFI5YzJDSWkzQzQtQW84NFRzR2x5c0JOMVEiLCJhcHYiOiJrNDR0QzE4U2tYTUVXektFQ0JSZ3VhMHpaX01MRHY1VTQ2TWNueVl6ajBBIiwiZW5jIjoiQTEyOEdDTSIsInNwayI6eyJjcnYiOiJYMjU1MTkiLCJrdHkiOiJPS1AiLCJ4Ijoic3oxSk1NYXNOUkxRZlhJa3ZMVFJhT3U5NzhRUXUxcm9GS3hCUEtaZHNDOCJ9fQ",
   "tag" => "gAszp6UPSNozXeoqk428Og"
 }}

# Alice (U) compacts the encrypted message and sends it to Bob (V), which contains Alice's (U) static public key:
iex> enc_alice2bob_binary = JOSE.JWE.compact(enc_alice2bob_tuple) |> elem(1)
"eyJhbGciOiJFQ0RILVNTIiwiYXB1IjoieG1RUUNGbzk5OF9TVzhkMy1vQnRMX0ZfbGtBd1E0Y1J0VHZSRWtlUjBaVTdNR2Q0SkZqSHczR2t1dVdXNFI5YzJDSWkzQzQtQW84NFRzR2x5c0JOMVEiLCJhcHYiOiJrNDR0QzE4U2tYTUVXektFQ0JSZ3VhMHpaX01MRHY1VTQ2TWNueVl6ajBBIiwiZW5jIjoiQTEyOEdDTSIsInNwayI6eyJjcnYiOiJYMjU1MTkiLCJrdHkiOiJPS1AiLCJ4Ijoic3oxSk1NYXNOUkxRZlhJa3ZMVFJhT3U5NzhRUXUxcm9GS3hCUEtaZHNDOCJ9fQ..f3rEdLgkLLXqDjno.yug6TzZUgAEt0DAPNnw.gAszp6UPSNozXeoqk428Og"

# Bob (V) can then decrypt the encrypted message with Bob's (V) static secret key:
iex> JOSE.JWK.box_decrypt_ecdh_ss(enc_alice2bob_binary, v_static_secret_key)
{"secret message",
 %JOSE.JWE{
   alg: {:jose_jwe_alg_ecdh_ss,
    {:jose_jwe_alg_ecdh_ss,
     {:jose_jwk, :undefined,
      {:jose_jwk_kty_okp_x25519,
       <<179, 61, 73, 48, 198, 172, 53, 18, 208, 125, 114, 36, 188, 180, 209, 104, 235, 189, 239, 196, 16, 187, 90, 232, 20, 172, 65, 60, 166, 93, 176, 47>>}, %{}},
     <<198, 100, 16, 8, 90, 61, 247, 207, 210, 91, 199, 119, 250, 128, 109, 47, 241, 127, 150, 64, 48, 67, 135, 17, 181, 59, 209, 18, 71, 145, 209, 149, 59, 48, 103, 120, 36, 88, 199, 195, 113, 164, 186, 229, 150, 225, 31, 92, 216, 34, 34, 220, 46, 62, 2, 143, 56, 78, 193, 165, 202, 192, 77, 213>>,
     <<147, 142, 45, 11, 95, 18, 145, 115, 4, 91, 50, 132, 8, 20, 96, 185, 173, 51, 103, 243, 11, 14, 254, 84, 227, 163, 28, 159, 38, 51, 143, 64>>,
     :undefined, :undefined, :undefined, :undefined}},
   enc: {:jose_jwe_enc_aes,
    {:jose_jwe_enc_aes, {:aes_gcm, 128}, 128, 16, 12, :undefined, :undefined,
     :undefined, :undefined}},
   zip: :undefined,
   fields: %{}
 }}

  



  
    
      
    
    
      box_encrypt_ecdh_ss(plain_text, v_static_public_key, u_static_secret_key)



        
          
        

    

  


  

ECDH-SS Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, and a derived jwe based on the input key types.  See box_encrypt_ecdh_ss/4.

  



  
    
      
    
    
      box_encrypt_ecdh_ss(plain_text, jwe, v_static_public_key, u_static_secret_key)



        
          
        

    

  


  

ECDH-SS Key Agreement encryption of plain_text using v_static_public_key, u_static_secret_key, and the algorithms specified by the jwe.

  



  
    
      
    
    
      from(list)



        
          
        

    

  


  

Converts a binary or map into a JOSE.JWK.
iex> JOSE.JWK.from(%{"k" => "", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined, kty: {:jose_jwk_kty_oct, ""}}
iex> JOSE.JWK.from("{"k":"","kty":"oct"}")
%JOSE.JWK{fields: %{}, keys: :undefined, kty: {:jose_jwk_kty_oct, ""}}
The "kty" field may be overridden with a custom module that implements the :jose_jwk and :jose_jwk_kty behaviours.
For example:
iex> JOSE.JWK.from({%{ kty: MyCustomKey }, %{ "kty" => "custom" }})
%JOSE.JWK{fields: %{}, keys: :undefined, kty: {MyCustomKey, :state}}

  



  
    
      
    
    
      from(password, list)



        
          
        

    

  


  

Decrypts an encrypted binary or map into a JOSE.JWK using the specified password.
iex> JOSE.JWK.from("password", "eyJhbGciOiJQQkVTMi1IUzI1NitBMTI4S1ciLCJjdHkiOiJqd2sranNvbiIsImVuYyI6IkExMjhHQ00iLCJwMmMiOjQwOTYsInAycyI6Im5OQ1ZNQUktNTU5UVFtbWRFcnBsZFEifQ.Ucye69ii4dxd1ykNFlJyBVeA6xeNu4aV.2pZ4nBoxBjmdrneS.boqwdFZVNAFHk1M5P6kPYgBUgGwW32QuKzHuFA.wL9Hy6dcE_DPkUW9s5iwKA")
{%JOSE.JWE{alg: {:jose_jwe_alg_pbes2,
   {:jose_jwe_alg_pbes2, :sha256, 128,
    <<80, 66, 69, 83, 50, 45, 72, 83, 50, 53, 54, 43, 65, 49, 50, 56, 75, 87, 0, 156, 208, 149, 48, 2, 62, 231, 159, 80, 66, 105, 157, 18, 186, 101, 117>>,
    4096}},
  enc: {:jose_jwe_enc_aes,
   {:jose_jwe_enc_aes, {:aes_gcm, 128}, 128, 16, 12, :undefined, :undefined,
    :undefined, :undefined}}, fields: %{"cty" => "jwk+json"}, zip: :undefined},
 %JOSE.JWK{fields: %{}, keys: :undefined, kty: {:jose_jwk_kty_oct, "secret"}}}

  



  
    
      
    
    
      from_binary(list)



        
          
        

    

  


  

Converts a binary into a JOSE.JWK.

  



  
    
      
    
    
      from_binary(password, list)



        
          
        

    

  


  

Decrypts an encrypted binary into a JOSE.JWK using password.  See from/2.

  



  
    
      
    
    
      from_der(list)



        
          
        

    

  


  

Converts a DER (Distinguished Encoding Rules)  binary into a JOSE.JWK.

  



  
    
      
    
    
      from_der(password, list)



        
          
        

    

  


  

Decrypts an encrypted DER (Distinguished Encoding Rules)  binary into a JOSE.JWK using password.

  



  
    
      
    
    
      from_der_file(file)



        
          
        

    

  


  

Reads file and calls from_der/1 to convert into a JOSE.JWK.

  



  
    
      
    
    
      from_der_file(password, file)



        
          
        

    

  


  

Reads encrypted file and calls from_der/2 to convert into a JOSE.JWK using password.

  



  
    
      
    
    
      from_file(file)



        
          
        

    

  


  

Reads file and calls from_binary/1 to convert into a JOSE.JWK.

  



  
    
      
    
    
      from_file(password, file)



        
          
        

    

  


  

Reads encrypted file and calls from_binary/2 to convert into a JOSE.JWK using password.  See from/2.

  



  
    
      
    
    
      from_firebase(any)



        
          
        

    

  


  

Converts Firebase certificate public keys into a map of JOSE.JWK.

  



  
    
      
    
    
      from_key(list)



        
          
        

    

  


  

Converts Erlang records for :ECPrivateKey, :ECPublicKey, :RSAPrivateKey, and :RSAPublicKey into a JOSE.JWK.

  



  
    
      
    
    
      from_map(list)



        
          
        

    

  


  

Converts a map into a JOSE.JWK.

  



  
    
      
    
    
      from_map(password, list)



        
          
        

    

  


  

Decrypts an encrypted map into a JOSE.JWK using password.  See from/2.

  



  
    
      
    
    
      from_oct(list)



        
          
        

    

  


  

Converts an arbitrary binary into a JOSE.JWK with "kty" of "oct".

  



  
    
      
    
    
      from_oct(password, list)



        
          
        

    

  


  

Decrypts an encrypted arbitrary binary into a JOSE.JWK with "kty" of "oct" using password.  See from/2.

  



  
    
      
    
    
      from_oct_file(file)



        
          
        

    

  


  

Reads file and calls from_oct/1 to convert into a JOSE.JWK.

  



  
    
      
    
    
      from_oct_file(password, file)



        
          
        

    

  


  

Reads encrypted file and calls from_oct/2 to convert into a JOSE.JWK using password.  See from/2.

  



  
    
      
    
    
      from_okp(list)



        
          
        

    

  


  

Converts an octet key pair into a JOSE.JWK with "kty" of "OKP".

  



  
    
      
    
    
      from_openssh_key(list)



        
          
        

    

  


  

Converts an openssh key into a JOSE.JWK with "kty" of "OKP".

  



  
    
      
    
    
      from_openssh_key_file(file)



        
          
        

    

  


  

Reads file and calls from_openssh_key/1 to convert into a JOSE.JWK.

  



  
    
      
    
    
      from_pem(list)



        
          
        

    

  


  

Converts a PEM (Privacy Enhanced Email) binary into a JOSE.JWK.

  



  
    
      
    
    
      from_pem(password, list)



        
          
        

    

  


  

Decrypts an encrypted PEM (Privacy Enhanced Email) binary into a JOSE.JWK using password.

  



  
    
      
    
    
      from_pem_file(file)



        
          
        

    

  


  

Reads file and calls from_pem/1 to convert into a JOSE.JWK.

  



  
    
      
    
    
      from_pem_file(password, file)



        
          
        

    

  


  

Reads encrypted file and calls from_pem/2 to convert into a JOSE.JWK using password.

  



  
    
      
    
    
      from_record(jose_jwk)



        
          
        

    

  


  

Converts a :jose_jwk record into a JOSE.JWK.

  



  
    
      
    
    
      generate_key(jwk)



        
          
        

    

  


  

Generates a new JOSE.JWK based on another JOSE.JWK or from initialization params provided.
Passing another JOSE.JWK results in different behavior depending on the "kty":
	"EC" - uses the same named curve to generate a new key
	"oct" - uses the byte size to generate a new key
	"OKP" - uses the same named curve to generate a new key
	"RSA" - uses the same modulus and exponent sizes to generate a new key

The following initialization params may also be used:
	{:ec, "secp256k1", "P-256" | "P-384" | "P-521"} - generates an "EC" key using the "secp256k1", "P-256", "P-384", or "P-521" curves

	{:oct, bytes} - generates an "oct" key made of a random bytes number of bytes
	{:okp, :Ed25519 | :Ed25519ph | :Ed448 | :Ed448ph | :X25519 | :X448} - generates an "OKP" key using the specified EdDSA or ECDH edwards curve

	{:rsa, modulus_size} | {:rsa, modulus_size, exponent_size} - generates an "RSA" key using the modulus_size and exponent_size



  



  
    
      
    
    
      merge(left, right)



        
          
        

    

  


  

Merges map on right into map on left.

  



  
    
      
    
    
      shared_secret(your_jwk, my_jwk)



        
          
        

    

  


  

Computes the shared secret between two keys.  Currently only works for "EC" keys and "OKP" keys with "crv" set to "X25519" or "X448".

  



  
    
      
    
    
      sign(plain_text, jwk)



        
          
        

    

  


  

Signs the plain_text using the jwk and the default signer algorithm jws for the key type.  See sign/3.

  



  
    
      
    
    
      sign(plain_text, jws, jwk)



        
          
        

    

  


  

Signs the plain_text using the jwk and the algorithm specified by the jws.  See JOSE.JWS.sign/3.

  



  
    
      
    
    
      signer(list)



        
          
        

    

  


  

Returns a signer map for the key type.

  



  
    
      
    
    
      thumbprint(list)



        
          
        

    

  


  

Returns the unique thumbprint for a JOSE.JWK using the :sha256 digest type.  See thumbprint/2.

  



  
    
      
    
    
      thumbprint(digest_type, list)



        
          
        

    

  


  

Returns the unique thumbprint for a JOSE.JWK using the digest_type.
# let's define two different keys that will have the same thumbprint
jwk1 = JOSE.JWK.from_oct("secret")
jwk2 = JOSE.JWK.from(%{ "use" => "sig", "k" => "c2VjcmV0", "kty" => "oct" })

iex> JOSE.JWK.thumbprint(jwk1)
"DWBh0SEIAPYh1x5uvot4z3AhaikHkxNJa3Ada2fT-Cg"
iex> JOSE.JWK.thumbprint(jwk2)
"DWBh0SEIAPYh1x5uvot4z3AhaikHkxNJa3Ada2fT-Cg"
iex> JOSE.JWK.thumbprint(:md5, jwk1)
"Kldz8k5PQm7y1E3aNBlMiA"
iex> JOSE.JWK.thumbprint(:md5, jwk2)
"Kldz8k5PQm7y1E3aNBlMiA"
See JSON Web Key (JWK) Thumbprint RFC 7638 for more information.

  



  
    
      
    
    
      to_binary(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a binary.

  



  
    
      
    
    
      to_binary(password, list)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a binary using password and the default jwe for the key type.  See to_binary/3.

  



  
    
      
    
    
      to_binary(password, jwe, jwk)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a binary using password and jwe.

  



  
    
      
    
    
      to_der(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a DER (Distinguished Encoding Rules)  binary.

  



  
    
      
    
    
      to_der(password, list)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a DER (Distinguished Encoding Rules)  encrypted binary using password.

  



  
    
      
    
    
      to_der_file(file, jwk)



        
          
        

    

  


  

Calls to_der/1 on a JOSE.JWK and then writes the binary to file.

  



  
    
      
    
    
      to_der_file(password, file, jwk)



        
          
        

    

  


  

Calls to_der/2 on a JOSE.JWK and then writes the encrypted binary to file.

  



  
    
      
    
    
      to_file(file, jwk)



        
          
        

    

  


  

Calls to_binary/1 on a JOSE.JWK and then writes the binary to file.

  



  
    
      
    
    
      to_file(password, file, jwk)



        
          
        

    

  


  

Calls to_binary/2 on a JOSE.JWK and then writes the encrypted binary to file.

  



  
    
      
    
    
      to_file(password, file, jwe, jwk)



        
          
        

    

  


  

Calls to_binary/3 on a JOSE.JWK and then writes the encrypted binary to file.
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Converts a JOSE.JWK into the raw key format.

  



  
    
      
    
    
      to_map(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a map.

  



  
    
      
    
    
      to_map(password, list)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a map using password and the default jwe for the key type.  See to_map/3.

  



  
    
      
    
    
      to_map(password, jwe, jwk)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a map using password and jwe.

  



  
    
      
    
    
      to_oct(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a raw binary octet.

  



  
    
      
    
    
      to_oct(password, list)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a raw binary octet using password and the default jwe for the key type.  See to_oct/3.

  



  
    
      
    
    
      to_oct(password, jwe, jwk)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a raw binary octet using password and jwe.

  



  
    
      
    
    
      to_oct_file(file, jwk)



        
          
        

    

  


  

Calls to_oct/1 on a JOSE.JWK and then writes the binary to file.

  



  
    
      
    
    
      to_oct_file(password, file, jwk)



        
          
        

    

  


  

Calls to_oct/2 on a JOSE.JWK and then writes the encrypted binary to file.

  



  
    
      
    
    
      to_oct_file(password, file, jwe, jwk)



        
          
        

    

  


  

Calls to_oct/3 on a JOSE.JWK and then writes the encrypted binary to file.

  



  
    
      
    
    
      to_okp(list)



        
          
        

    

  


  

Converts a JOSE.JWK into an octet key pair.

  



  
    
      
    
    
      to_openssh_key(list)



        
          
        

    

  


  

Converts a JOSE.JWK into an OpenSSH key binary.

  



  
    
      
    
    
      to_openssh_key_file(file, jwk)



        
          
        

    

  


  

Calls to_openssh_key/1 on a JOSE.JWK and then writes the binary to file.

  



  
    
      
    
    
      to_pem(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a PEM (Privacy Enhanced Email) binary.

  



  
    
      
    
    
      to_pem(password, list)



        
          
        

    

  


  

Encrypts a JOSE.JWK into a PEM (Privacy Enhanced Email) encrypted binary using password.

  



  
    
      
    
    
      to_pem_file(file, jwk)



        
          
        

    

  


  

Calls to_pem/1 on a JOSE.JWK and then writes the binary to file.

  



  
    
      
    
    
      to_pem_file(password, file, jwk)



        
          
        

    

  


  

Calls to_pem/2 on a JOSE.JWK and then writes the encrypted binary to file.

  



  
    
      
    
    
      to_public(list)



        
          
        

    

  


  

Converts a private JOSE.JWK into a public JOSE.JWK.
iex> jwk_rsa = JOSE.JWK.generate_key({:rsa, 256})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_rsa,
  {:RSAPrivateKey, :"two-prime",
   89657271283923333213688956979801646886488725937927826421780028977595670900943,
   65537,
   49624301670095289515744590467755999498582844809776145284365095264133428741569,
   336111124810514302695156165996294214367,
   266748895426976520545002702829665062929,
   329628611699439793965634256329704106687,
   266443630200356088742496100410997365601,
   145084675516165292189647528713269147163, :asn1_NOVALUE}}}
iex> JOSE.JWK.to_public(jwk_rsa)
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_rsa,
  {:RSAPublicKey,
   89657271283923333213688956979801646886488725937927826421780028977595670900943,
   65537}}}

  



  
    
      
    
    
      to_public_file(file, jwk)



        
          
        

    

  


  

Calls to_public/1 and then to_file/2 on a JOSE.JWK.

  



  
    
      
    
    
      to_public_key(list)



        
          
        

    

  


  

Calls to_public/1 and then to_key/1 on a JOSE.JWK.

  



  
    
      
    
    
      to_public_map(list)



        
          
        

    

  


  

Calls to_public/1 and then to_map/1 on a JOSE.JWK.

  



  
    
      
    
    
      to_record(list)



        
          
        

    

  


  

Converts a JOSE.JWK struct to a :jose_jwk record.

  



  
    
      
    
    
      to_thumbprint_map(list)



        
          
        

    

  


  

Converts a JOSE.JWK into a map that can be used by thumbprint/1 and thumbprint/2.

  



  
    
      
    
    
      verifier(list)



        
          
        

    

  


  

Returns a verifier algorithm list for the key type.

  



  
    
      
    
    
      verify(signed, jwk)



        
          
        

    

  


  

Verifies the signed using the jwk.  See JOSE.JWS.verify_strict/3.

  



  
    
      
    
    
      verify_strict(signed, allow, jwk)



        
          
        

    

  


  

Verifies the signed using the jwk and whitelists the "alg" using allow.  See JOSE.JWS.verify/2.

  


        

      


  

    
JOSE.JWS 
    



      
JWS stands for JSON Web Signature which is defined in RFC 7515.
Unsecured Signing Vulnerability
The "none" signing
algorithm is disabled by default to prevent accidental verification of empty
signatures (read about the vulnerability here).
You may also enable the "none" algorithm as an application environment
variable for :jose or by using JOSE.unsecured_signing/1.
Strict Verification Recommended
JOSE.JWS.verify_strict/3 is recommended over JOSE.JWS.verify/2 so that
signing algorithms may be whitelisted during verification of signed input.
Algorithms
The following algorithms are currently supported by JOSE.JWS (some may need the JOSE.crypto_fallback/1 option to be enabled):
	"Ed25519"
	"Ed25519ph"
	"Ed448"
	"Ed448ph"
	"EdDSA"
	"ES256"
	"ES384"
	"ES512"
	"HS256"
	"HS384"
	"HS512"
	"Poly1305"
	"PS256"
	"PS384"
	"PS512"
	"RS256"
	"RS384"
	"RS512"
	"none" (disabled by default, enable with JOSE.unsecured_signing/1)

Examples
All of the example keys generated below can be found here: https://gist.github.com/potatosalad/925a8b74d85835e285b9
Ed25519 and Ed25519ph
# let's generate the 2 keys we'll use below
jwk_ed25519   = JOSE.JWK.generate_key({:okp, :Ed25519})
jwk_ed25519ph = JOSE.JWK.generate_key({:okp, :Ed25519ph})

# Ed25519
iex> signed_ed25519 = JOSE.JWS.sign(jwk_ed25519, "{}", %{ "alg" => "Ed25519" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFZDI1NTE5In0.e30.xyg2LTblm75KbLFJtROZRhEgAFJdlqH9bhx8a9LO1yvLxNLhO9fLqnFuU3ojOdbObr8bsubPkPqUfZlPkGHXCQ"
iex> JOSE.JWS.verify(jwk_ed25519, signed_ed25519) |> elem(0)
true

# Ed25519ph
iex> signed_ed25519ph = JOSE.JWS.sign(jwk_ed25519ph, "{}", %{ "alg" => "Ed25519ph" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFZDI1NTE5cGgifQ.e30.R3je4TTxQvoBOupIKkel_b8eW-G8KaWmXuC14NMGSCcHCTalURtMmVqX2KbcIpFBeI-OKP3BLHNIpt1keKveDg"
iex> JOSE.JWS.verify(jwk_ed25519ph, signed_ed25519ph) |> elem(0)
true
Ed448 and Ed448ph
# let's generate the 2 keys we'll use below
jwk_ed448   = JOSE.JWK.generate_key({:okp, :Ed448})
jwk_ed448ph = JOSE.JWK.generate_key({:okp, :Ed448ph})

# Ed448
iex> signed_ed448 = JOSE.JWS.sign(jwk_ed448, "{}", %{ "alg" => "Ed448" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFZDQ0OCJ9.e30.UlqTx962FvZP1G5pZOrScRXlAB0DJI5dtZkknNTm1E70AapkONi8vzpvKd355czflQdc7uyOzTeAz0-eLvffCKgWm_zebLly7L3DLBliynQk14qgJgz0si-60mBFYOIxRghk95kk5hCsFpxpVE45jRIA"
iex> JOSE.JWS.verify(jwk_ed448, signed_ed448) |> elem(0)
true

# Ed448ph
iex> signed_ed448ph = JOSE.JWS.sign(jwk_ed448ph, "{}", %{ "alg" => "Ed448ph" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFZDQ0OHBoIn0.e30._7wxQF8Am-Fg3E-KgREXBv3Gr2vqLM6ja_7hs6kA5EakCrJVQ2QiAHrr4NriLABmiPbVd7F7IiaAApyR3Ud4ak3lGcHVxSyksjJjvBUbKnSB_xkT6v_QMmx27hV08JlxskUkfvjAG0-yKGC8BXoT9R0A"
iex> JOSE.JWS.verify(jwk_ed448ph, signed_ed448ph) |> elem(0)
true
EdDSA
# EdDSA works with Ed25519, Ed25519ph, Ed448, and Ed448ph keys.
# However, it defaults to Ed25519 for key generation.
jwk_eddsa = JOSE.JWS.generate_key(%{ "alg" => "EdDSA" })

# EdDSA
iex> signed_eddsa = JOSE.JWS.sign(jwk_eddsa, "{}", %{ "alg" => "EdDSA" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFZERTQSJ9.e30.rhb5ZY7MllNbW9q-SCn_NglhYtaRGMXEUDj6BvJjltOt19tEI_1wFrVK__jL91i9hO7WtVqRH_OfHiilnO1CAQ"
iex> JOSE.JWS.verify(jwk_eddsa, signed_eddsa) |> elem(0)
true
ES256, ES384, and ES512
# let's generate the 3 keys we'll use below
jwk_es256 = JOSE.JWK.generate_key({:ec, :secp256r1})
jwk_es384 = JOSE.JWK.generate_key({:ec, :secp384r1})
jwk_es512 = JOSE.JWK.generate_key({:ec, :secp521r1})

# ES256
iex> signed_es256 = JOSE.JWS.sign(jwk_es256, "{}", %{ "alg" => "ES256" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFUzI1NiJ9.e30.nb7cEQQuIi2NgcP5A468FHGG8UZg8gWZjloISyVIwNh3X6FiTTFZsvc0mL3RnulWoNJzKF6xwhae3botI1LbRg"
iex> JOSE.JWS.verify(jwk_es256, signed_es256) |> elem(0)
true

# ES384
iex> signed_es384 = JOSE.JWS.sign(jwk_es384, "{}", %{ "alg" => "ES384" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFUzM4NCJ9.e30.-2kZkNe66y2SprhgvvtMa0qBrSb2imPhMYkbi_a7vx-vpEHuVKsxCpUyNVLe5_CXaHWhHyc2rNi4uEfU73c8XQB3e03rg_JOj0H5XGIGS5G9f4RmNMSCiYGwqshLSDFI"
iex> JOSE.JWS.verify(jwk_es384, signed_es384) |> elem(0)
true

# ES512
iex> signed_es512 = JOSE.JWS.sign(jwk_es512, "{}", %{ "alg" => "ES512" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJFUzUxMiJ9.e30.AOIw4KTq5YDu6QNrAYKtFP8R5IljAbhqXuPK1dUARPqlfc5F3mM0kmSh5KOVNHDmdCdapBv0F3b6Hl6glFDPlxpiASuSWtvvs9K8_CRfSkEzvToj8wf3WLGOarQHDwYXtlZoki1zMPGeWABwafTZNQaItNSpqYd_P9GtN0XM3AALdua0"
iex> JOSE.JWS.verify(jwk_es512, signed_es512) |> elem(0)
true
HS256, HS384, and HS512
# let's generate the 3 keys we'll use below
jwk_hs256 = JOSE.JWK.generate_key({:oct, 16})
jwk_hs384 = JOSE.JWK.generate_key({:oct, 24})
jwk_hs512 = JOSE.JWK.generate_key({:oct, 32})

# HS256
iex> signed_hs256 = JOSE.JWS.sign(jwk_hs256, "{}", %{ "alg" => "HS256" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzI1NiJ9.e30.r2JwwMFHECoDZlrETLT-sgFT4qN3w0MLee9MrgkDwXs"
iex> JOSE.JWS.verify(jwk_hs256, signed_hs256) |> elem(0)
true

# HS384
iex> signed_hs384 = JOSE.JWS.sign(jwk_hs384, "{}", %{ "alg" => "HS384" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzM4NCJ9.e30.brqQFXXM0XtMWDdKf0foEQcvK18swcoDkxBqCPeed_IO317_tisr60H2mz79SlNR"
iex> JOSE.JWS.verify(jwk_hs384, signed_hs384) |> elem(0)
true

# HS512
iex> signed_hs512 = JOSE.JWS.sign(jwk_hs512, "{}", %{ "alg" => "HS512" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzUxMiJ9.e30.ge1JYomO8Fyl6sgxLbc4g3AMPbaMHLmeTl0jrUYAJZSloN9j4VyhjucX8d-RWIlMjzdG0xyklw53k1-kaTlRVQ"
iex> JOSE.JWS.verify(jwk_hs512, signed_hs512) |> elem(0)
true
Poly1305
This is highly experimental and based on RFC 7539.
Every signed message has a new 96-bit nonce generated which is used to generate a one-time key from the secret.
# let's generate the key we'll use below
jwk_poly1305 = JOSE.JWK.generate_key({:oct, 32})

# Poly1305
iex> signed_poly1305 = JOSE.JWS.sign(jwk_poly1305, "{}", %{ "alg" => "Poly1305" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJQb2x5MTMwNSIsIm5vbmNlIjoiTjhiR3A1QXdob0Y3Yk1YUiJ9.e30.XWcCkV1WU72cTO-XuiNRAQ"
iex> JOSE.JWS.verify(jwk_poly1305, signed_poly1305) |> elem(0)
true

# let's inspect the protected header to see the generated nonce
iex> JOSE.JWS.peek_protected(signed_poly1305)
"{\"alg\":\"Poly1305\",\"nonce\":\"N8bGp5AwhoF7bMXR\"}"
PS256, PS384, and PS512
# let's generate the 3 keys we'll use below (cutkey must be installed as a dependency)
jwk_ps256 = JOSE.JWK.generate_key({:rsa, 2048})
jwk_ps384 = JOSE.JWK.generate_key({:rsa, 4096})
jwk_ps512 = JOSE.JWK.generate_key({:rsa, 8192}) # this may take a few seconds

# PS256
iex> signed_ps256 = JOSE.JWS.sign(jwk_ps256, "{}", %{ "alg" => "PS256" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJQUzI1NiJ9.e30.RY5A3rG2TjmdlARE57eSSSFE6plkuQPKLKsyqz3WrqKRWZgSrvROACRTzoGyrx1sNvQEZJLZ-xVhrFvP-80Q14XzQbPfYLubvn-2wcMNCmih3OVQNVtFdFjA5U2NG-sF-SWAUmm9V_DvMShFGG0qHxLX7LqT83lAIgEulgsytb0xgOjtJObBru5jLjN_uEnc7fCfnxi3my1GAtnrs9NiKvMfuIVlttvOORDFBTO2aFiCv1F-S6Xgj16rc0FGImG0x3amQcmFAD9g41KY0_KsCXgUfoiVpC6CqO6saRC4UDykks91B7Nuoxjsm3nKWa_4vKh9QJy-V8Sf0gHxK58j8Q"
iex> JOSE.JWS.verify(jwk_ps256, signed_ps256) |> elem(0)
true

# PS384
iex> signed_ps384 = JOSE.JWS.sign(jwk_ps384, "{}", %{ "alg" => "PS384" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJQUzM4NCJ9.e30.xmYVenIhi75hDMy3bnL6WVpVlTzYmO1ejOZeq9AkSjkp_STrdIp6uUEs9H_y7CLD9LrGYYHDNDl9WmoH6cn95WZT9KJgAVNFFYd8owY6JUHGKU1jUbLkptAgvdphVpWZ1C5fVCRt4vmp8K9f6jy3er9jCBNjl9gSBdmToFwYdXI26ZKSBjfoVm2tFFQIOThye4YQWCWHbzSho6J7d5ATje72L30zDvWXavJ-XNvof5Tkju4WQQB-ukFoqTw4yV8RVwCa-DX61I1hNrq-Zr75_iWmHak3GqNkg5ACBEjDtvtyxJizqy9KINKSlbB9jGztiWoEiXZ6wJ5sSJ6ZrSFJuQVEmns_dLqzpSHEFkWfczEV_gj9Eu_EXwMp9YQlQ3GktfXaz-mzH_jUaLmudEUskQGCiR92gK9KR6_ROQPJfD54Tkqdh6snwg6y17k8GdlTc5qMM3V84q3R6zllmhrRhV1Dlduc0MEqKcsQSX_IX21-sfiVMIcUsW73dIPXVZI2jsNlEHKqwMjWdSfjYUf3YApxSGERU3u4lRS3F0yRrZur8KWS3ToilApjg0cNg9jKas8g8C8ZPgGFYM6StVxUnXRmsJILDnsZMIPjbUDAPHhB0DwLwOB7OqGUBcItX-zwur1OVnHR7aIh1DbfWfyTIml8VIhYfGfazgXfgQVcGEM"
iex> JOSE.JWS.verify(jwk_ps384, signed_ps384) |> elem(0)
true

# PS512
iex> signed_ps512 = JOSE.JWS.sign(jwk_ps512, "{}", %{ "alg" => "PS512" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJQUzUxMiJ9.e30.fJe52-PF3I7UrpQamLCnmVAGkBhP0HVeJi48qZqaFc1-_tQEiYTfxuwQBDlt01GQWpjTZRb097bZF6RcrKWwRHyAo3otOZdR32emWfOHddWLL3qotj_fTaDR2-OhLixwce6mFjnHqppHH1zjCmgbKPG8S2cAadNd5w10VR-IS6LdnFRhNZOahuuB7dzCEJaSjkGfm3_9xdj3I0ZRl4fauR_LO9NQIyvMMeCFevowz1sVGG1G-I2njPrEXvxhAMp7y2mao5Yik8UUORXRjcn2Wai3umy8Yh4nHYU5qqruHjLjDwudCPNDjxjg294z1uAUpt7S0v7VbrkgUvgutTFAT-bcHywFODiycajQuqIpFp1TCUAq3Xe2yk4DTRduvPIKcPkJQnFrVkClJAU9A4D4602xpdK-z2uCgWsBVHVokf5-9ba5EqVb8BJx2xYZUIA5CdrIiTBfoe_cI5Jh92uprcWC_llio2ZJvGdQpPgwCgca7-RQ94LAmIA4u3mAndrZj_z48T2GjHbaKzl18FOPQH0XEvK_W5oypUe5NOGlz9mMGZigbFqBY2lM-7oVVYc4ZA3VFy8Dv1nWhU6DGb2NnDnQUyChllyBREuZbwrkOTQEvqqdV-6lM6VwXNu1gqc3YHly9W6u5CmsnxtvlIxsUVg679HiqdtdWxLSaIJObd9Xji56-eEkWMEA08SNy9p-F9AgHOxzoZqgrAQDEwqyEwqoAW681xLc5Vck580AQDxO9Ha4IqLIPirpO5EODQjOd8-S_SlAP5o_wz1Oh38MC5T5V13PqPuZ70dbggB4bUgVaHYC4FE4XHCqP7W3xethaPc68cY9-g9f1RUvthmnEYXSRpvyaMY3iX0txZazWIS_Jg7pNTCEaWr9JCLTZd1MiLbFowPvKYGM-z-39K31OUbq5PIScy0I9OOz9joecm8KsCesA2ysPph1E7cL7Etiw5tGhCFzcdQwm8Gm6SDwj8vCEcZUkXeZJfhlS1cJtZk1sNu3KZNndevtZjRWaXi2m4WNKVxVE-nuaF7V3GWfDemh9RXxyFK8OC8aYLIqcc2pAKJM47ANVty2ll1xaCIB3q3CKdnk5fmsnzKkQI9SjKy70p9TWT-NNoYU682KG_mZo-ByEs5CvJ8w7qysmX8Xpb2I6oSJf7S3qjbqkqtXQcV5MuQ232vk7-g42CcQGL82xvRc09TuvwnmykpKHmjUaJ4U9k9zTN3g2iTdpkvl6vbnND9uG1SBaieVeFYWCT-6VdhovEiD9bvIdA7D_R7NZO8YHBt_lfBQRle_jDyLzHSlkP6kt9dYRhrc2SNMzF_4i3iEUAihbaQYvbNsGwWrHqyGofnva20pRXwc4GxOlw"
iex> JOSE.JWS.verify(jwk_ps512, signed_ps512) |> elem(0)
true
RS256, RS384, and RS512
# let's generate the 3 keys we'll use below
jwk_rs256 = JOSE.JWK.generate_key({:rsa, 1024})
jwk_rs384 = JOSE.JWK.generate_key({:rsa, 2048})
jwk_rs512 = JOSE.JWK.generate_key({:rsa, 4096})

# RS256
iex> signed_rs256 = JOSE.JWS.sign(jwk_rs256, "{}", %{ "alg" => "RS256" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJSUzI1NiJ9.e30.C0J8v5R-sEe9-g_s0SMgPorCh8VDdaZ9gLpWNm1Tn1Cv2xRph1Xn9Rzm10ZCEs84sj7kxA4v28fVShQ_P1AHN83yQ2mvstkKwsuwXxr-cludx_NLQL5CKKQtTR0ITD_pxUowjfAkBYuJv0677jUj-8lGKs1P5e2dbwW9IqFe4uE"
iex> JOSE.JWS.verify(jwk_rs256, signed_rs256) |> elem(0)
true

# RS384
iex> signed_rs384 = JOSE.JWS.sign(jwk_rs384, "{}", %{ "alg" => "RS384" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJSUzM4NCJ9.e30.fvPxeNhO0oitOsdqFmrBgpGE7Gn_NdJ1J8F5ArKon54pdHB2v30hua9wbG4V2Hr-hNAyflaBJtoGAwIpKVkfHn-IW7d06hKw_Hv0ecG-VvZr60cK2IJnHS149Htz_652egThZh1GIKRZN1IrRVlraLMozFcWP0Ojc-L-g5XjcTFafesmV0GFGfFubAiQWEiWIgNV3822L-wPe7ZGeFe5yYsZ70WMHQQ1tSuNsm5QUOUVInOThAhJ30FRTCNFgv46l4TEF9aaI9443cKAbwzd_EavD0FpvgpwEhGyNTVx0sxiCZIYUE_jN53aSaHXB82d0xwIr2-GXlr3Y-dLwERIMw"
iex> JOSE.JWS.verify(jwk_rs384, signed_rs384) |> elem(0)
true

# RS512
iex> signed_rs512 = JOSE.JWS.sign(jwk_rs512, "{}", %{ "alg" => "RS512" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJSUzUxMiJ9.e30.le2_kCnmj6Y02bl16Hh5EPqmLsFkB3YZpiEfvmA6xfdg9I3QJ5uSgOejs_HpuIbItuMFUdcqtkfW45_6YKlI7plB49iWiNnWY0PLxsvbiZaSmT4R4dOUWx9KlO_Ui5SE94XkigUoFanDTHTr9bh4NpvoIaNdi_xLdC7FYA-AqZspegRcgY-QZQv4kbD3NQJtxsEiAXk8-C8CX3lF6haRlh7s4pyAmgj7SJeElsPjhPNVZ7EduhTLZfVwiLrRmzLKQ6dJ_PrZDig1lgl9jf2NjzcsFpt6lvfrMsDdIQEGyJoh53-zXiD_ltyAZGS3pX-_tHRxoAZ1SyAPkkC4cCra6wc-03sBQPoUa26xyyhrgf4h7E2l-JqhKPXT7pJv6AbRPgKUH4prEH636gpoWQrRc-JxbDIJHR0ShdL8ssf5e-rKpcVVAZKnRI64NbSKXTg-JtDxhU9QG8JVEkHqOxSeo-VSXOoExdmm8lCfqylrw7qmDxjEwOq7TGjhINyjVaK1Op_64BWVuCzgooea6G2ZvCTIEl0-k8wY8s9VC7hxSrsgCAnpWeKpIcbLQoDIoyasG-6Qb5OuSLR367eg9NAQ8WMTbrrQkm-KLNCYvMFaxmlWzBFST2JDmIr0VH9BzXRAdfG81SymuyFA7_FdpiVYwAwEGR4Q5HYEpequ38tHu3Y"
iex> JOSE.JWS.verify(jwk_rs512, signed_rs512) |> elem(0)
true
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        compact(signed)

      


        Compacts an expanded signed map or signed list into a binary.



    


    
      
        expand(signed)

      


        Expands a compacted signed binary or list of signed binaries into a map.



    


    
      
        from(list)

      


        Converts a binary or map into a JOSE.JWS.



    


    
      
        from_binary(list)

      


        Converts a binary into a JOSE.JWS.



    


    
      
        from_file(file)

      


        Reads file and calls from_binary/1 to convert into a JOSE.JWS.



    


    
      
        from_map(list)

      


        Converts a map into a JOSE.JWS.



    


    
      
        from_record(jose_jws)

      


        Converts a :jose_jws record into a JOSE.JWS.



    


    
      
        generate_key(list)

      


        Generates a new JOSE.JWK based on the algorithms of the specified JOSE.JWS.



    


    
      
        merge(left, right)

      


        Merges map on right into map on left.



    


    
      
        peek(signed)

      


        See peek_payload/1.



    


    
      
        peek_payload(signed)

      


        Returns the decoded payload portion of a signed binary or map without verifying the signature.



    


    
      
        peek_protected(signed)

      


        Returns the decoded protected portion of a signed binary or map without verifying the signature.



    


    
      
        peek_signature(signed)

      


        Returns the decoded signature portion of a signed binary or map without verifying the signature.



    


    
      
        sign(jwk, plain_text, jws)

      


        Signs the plain_text using the jwk and algorithm specified by the jws.



    


    
      
        sign(jwk, plain_text, header, jws)

      


        Signs the plain_text using the jwk and algorithm specified by the jws and adds the header to the signed map.



    


    
      
        signing_input(payload, jws)

      


        Converts the jws to the protected argument used by signing_input/3.



    


    
      
        signing_input(payload, protected, jws)

      


        Combines payload and protected based on the "b64" setting on the jws for the signing input used by sign/3 and sign/4.



    


    
      
        to_binary(list)

      


        Converts a JOSE.JWS into a binary.



    


    
      
        to_file(file, jws)

      


        Calls to_binary/1 on a JOSE.JWS and then writes the binary to file.



    


    
      
        to_map(list)

      


        Converts a JOSE.JWS into a map.



    


    
      
        to_record(list)

      


        Converts a JOSE.JWS struct to a :jose_jws record.



    


    
      
        verify(jwk, signed)

      


        Verifies the signed using the jwk.



    


    
      
        verify_strict(jwk, allow, signed)

      


        Same as verify/2, but uses allow as a whitelist for "alg" which are allowed to verify against.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %JOSE.JWS{alg: term(), b64: term(), fields: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compact(signed)



        
          
        

    

  


  

Compacts an expanded signed map or signed list into a binary.
iex> JOSE.JWS.compact(%{"payload" => "e30",
 "protected" => "eyJhbGciOiJIUzI1NiJ9",
 "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"})
{%{},
 "eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"}
iex> JOSE.JWS.compact(%{"payload" => "e30",
 "signatures" => [
  %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
    "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"},
  %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
    "signature" => "himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"}]})
{%{},
 ["eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU",
  "eyJhbGciOiJIUzI1NiJ9.e30.himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"]}}
See expand/1.

  



  
    
      
    
    
      expand(signed)



        
          
        

    

  


  

Expands a compacted signed binary or list of signed binaries into a map.
iex> JOSE.JWS.expand("eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU")
{%{},
 %{"payload" => "e30", "protected" => "eyJhbGciOiJIUzI1NiJ9",
   "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"}}
iex> JOSE.JWS.expand([
 "eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU",
 "eyJhbGciOiJIUzI1NiJ9.e30.himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"])
{%{},
 %{"payload" => "e30",
   "signatures" => [
    %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
      "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"},
    %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
      "signature" => "himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"}]}}
See compact/1.

  



  
    
      
    
    
      from(list)



        
          
        

    

  


  

Converts a binary or map into a JOSE.JWS.
iex> JOSE.JWS.from(%{ "alg" => "HS256" })
%JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined, fields: %{}}
iex> JOSE.JWS.from("{"alg":"HS256"}")
%JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined, fields: %{}}
Support for custom algorithms may be added by specifying a map tuple:
iex> JOSE.JWS.from({%{ alg: MyCustomAlgorithm }, %{ "alg" => "custom" }})
%JOSE.JWS{alg: {MyCustomAlgorithm, :state}, b64: :undefined, fields: %{}}
Note: MyCustomAlgorithm must implement the :jose_jws and :jose_jws_alg behaviours.

  



  
    
      
    
    
      from_binary(list)



        
          
        

    

  


  

Converts a binary into a JOSE.JWS.

  



  
    
      
    
    
      from_file(file)



        
          
        

    

  


  

Reads file and calls from_binary/1 to convert into a JOSE.JWS.

  



  
    
      
    
    
      from_map(list)



        
          
        

    

  


  

Converts a map into a JOSE.JWS.

  



  
    
      
    
    
      from_record(jose_jws)



        
          
        

    

  


  

Converts a :jose_jws record into a JOSE.JWS.

  



  
    
      
    
    
      generate_key(list)



        
          
        

    

  


  

Generates a new JOSE.JWK based on the algorithms of the specified JOSE.JWS.
iex> JOSE.JWS.generate_key(%{"alg" => "HS256"})
%JOSE.JWK{fields: %{"alg" => "HS256", "use" => "sig"},
 keys: :undefined,
 kty: {:jose_jwk_kty_oct,
  <<150, 71, 29, 79, 228, 32, 218, 4, 111, 250, 212, 129, 226, 173, 86, 205, 72, 48, 98, 100, 66, 68, 113, 13, 43, 60, 122, 248, 179, 44, 140, 24>>}}

  



  
    
      
    
    
      merge(left, right)



        
          
        

    

  


  

Merges map on right into map on left.

  



  
    
      
    
    
      peek(signed)



        
          
        

    

  


  

See peek_payload/1.

  



  
    
      
    
    
      peek_payload(signed)



        
          
        

    

  


  

Returns the decoded payload portion of a signed binary or map without verifying the signature.
iex> JOSE.JWS.peek_payload("eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.e30.dMAojPMVbFvvkouYUSI9AxIRBxgqretQMCvNF7KmTHU")
"{}"

  



  
    
      
    
    
      peek_protected(signed)



        
          
        

    

  


  

Returns the decoded protected portion of a signed binary or map without verifying the signature.
iex> JOSE.JWS.peek_protected("eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.e30.dMAojPMVbFvvkouYUSI9AxIRBxgqretQMCvNF7KmTHU")
"{"alg":"HS256","typ":"JWT"}"

  



  
    
      
    
    
      peek_signature(signed)



        
          
        

    

  


  

Returns the decoded signature portion of a signed binary or map without verifying the signature.
iex> JOSE.JWS.peek_signature("eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.e30.dMAojPMVbFvvkouYUSI9AxIRBxgqretQMCvNF7KmTHU")
<<116, 192, 40, 140, 243, 21, 108, 91, 239, 146, 139, 152, 81, 34, 61, 3, 18, 17, 7, 24, 42, 173, 235, 80, 48, 43, 205, 23, 178, 166, 76, 117>>

  



  
    
      
    
    
      sign(jwk, plain_text, jws)



        
          
        

    

  


  

Signs the plain_text using the jwk and algorithm specified by the jws.
iex> jwk = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> JOSE.JWS.sign(jwk, "{}", %{ "alg" => "HS256" })
{%{alg: :jose_jws_alg_hmac},
 %{"payload" => "e30", "protected" => "eyJhbGciOiJIUzI1NiJ9",
   "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"}}
If the jwk has a "kid" assigned, it will be added to the "header" on the signed map:
iex> jwk = JOSE.JWK.from(%{"k" => "qUg4Yw", "kid" => "eyHC48MN26DvoBpkaudvOVXuI5Sy8fKMxQMYiRWmjFw", "kty" => "oct"})
%JOSE.JWK{fields: %{"kid" => "eyHC48MN26DvoBpkaudvOVXuI5Sy8fKMxQMYiRWmjFw"},
 keys: :undefined, kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> JOSE.JWS.sign(jwk, "test", %{ "alg" => "HS256" })
{%{alg: :jose_jws_alg_hmac},
 %{"header" => %{"kid" => "eyHC48MN26DvoBpkaudvOVXuI5Sy8fKMxQMYiRWmjFw"},
   "payload" => "e30", "protected" => "eyJhbGciOiJIUzI1NiJ9",
   "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"}}
A list of jwk keys can also be specified to produce a signed list:
iex> jwk1 = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> jwk2 = JOSE.JWK.from_map(%{"k" => "H-v_Nw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<31, 235, 255, 55>>}}
iex> JOSE.JWS.sign([jwk1, jwk2], "{}", %{ "alg" => "HS256" })
{%{alg: :jose_jws_alg_hmac},
 %{"payload" => "e30",
   "signatures" => [
    %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
      "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"},
    %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
      "signature" => "himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"}]}}
Note: Signed maps with a "header" or other fields will have data loss when used with compact/1.

  



  
    
      
    
    
      sign(jwk, plain_text, header, jws)



        
          
        

    

  


  

Signs the plain_text using the jwk and algorithm specified by the jws and adds the header to the signed map.
iex> jwk = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> JOSE.JWS.sign(jwk, "{}", %{ "test" => true }, %{ "alg" => "HS256" })
{%{alg: :jose_jws_alg_hmac},
 %{"header" => %{"test" => true}, "payload" => "e30",
   "protected" => "eyJhbGciOiJIUzI1NiJ9",
   "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"}}
If the jwk has a "kid" assigned, it will be added to the "header" on the signed map.  See sign/3.

  



  
    
      
    
    
      signing_input(payload, jws)



        
          
        

    

  


  

Converts the jws to the protected argument used by signing_input/3.

  



  
    
      
    
    
      signing_input(payload, protected, jws)



        
          
        

    

  


  

Combines payload and protected based on the "b64" setting on the jws for the signing input used by sign/3 and sign/4.
If "b64" is set to false on the jws, the raw payload will be used:
iex> JOSE.JWS.signing_input("{}", %{ "alg" => "HS256" })
"eyJhbGciOiJIUzI1NiJ9.e30"
iex> JOSE.JWS.signing_input("{}", %{ "alg" => "HS256", "b64" => false })
"eyJhbGciOiJIUzI1NiIsImI2NCI6ZmFsc2V9.{}"
See JWS Unencoded Payload Option for more information.

  



  
    
      
    
    
      to_binary(list)



        
          
        

    

  


  

Converts a JOSE.JWS into a binary.

  



  
    
      
    
    
      to_file(file, jws)



        
          
        

    

  


  

Calls to_binary/1 on a JOSE.JWS and then writes the binary to file.

  



  
    
      
    
    
      to_map(list)



        
          
        

    

  


  

Converts a JOSE.JWS into a map.

  



  
    
      
    
    
      to_record(list)



        
          
        

    

  


  

Converts a JOSE.JWS struct to a :jose_jws record.

  



  
    
      
    
    
      verify(jwk, signed)



        
          
        

    

  


  

Verifies the signed using the jwk.
iex> jwk = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> JOSE.JWS.verify(jwk, "eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU")
{true, "{}",
 %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined, fields: %{}}}
A list of jwk keys can also be specified where each key will be used to verify every entry in a signed list:
iex> jwk1 = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> jwk2 = JOSE.JWK.from_map(%{"k" => "H-v_Nw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<31, 235, 255, 55>>}}
iex> JOSE.JWS.verify([jwk1, jwk2], %{"payload" => "e30",
 "signatures" => [
  %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
    "signature" => "5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"},
  %{"protected" => "eyJhbGciOiJIUzI1NiJ9",
    "signature" => "himAUXqVJnW2ZWOD8zaOZr0YzsA61lo48wu6-WP-Ks0"}]})
[{%JOSE.JWK{fields: %{}, keys: :undefined,
   kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}},
  [{true, "{}",
    %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined, fields: %{}}},
   {false, "{}",
    %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined,
     fields: %{}}}]},
 {%JOSE.JWK{fields: %{}, keys: :undefined,
   kty: {:jose_jwk_kty_oct, <<31, 235, 255, 55>>}},
  [{false, "{}",
    %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined, fields: %{}}},
   {true, "{}",
    %JOSE.JWS{alg: {:jose_jws_alg_hmac, :HS256}, b64: :undefined,
     fields: %{}}}]}]

  



  
    
      
    
    
      verify_strict(jwk, allow, signed)



        
          
        

    

  


  

Same as verify/2, but uses allow as a whitelist for "alg" which are allowed to verify against.
If the detected algorithm is not present in allow, then false is returned.
iex> jwk = JOSE.JWK.from(%{"k" => "qUg4Yw", "kty" => "oct"})
%JOSE.JWK{fields: %{}, keys: :undefined,
 kty: {:jose_jwk_kty_oct, <<169, 72, 56, 99>>}}
iex> signed_hs256 = JOSE.JWS.sign(jwk, "{}", %{ "alg" => "HS256" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzI1NiJ9.e30.5paAJxaOXSqRUIXrP_vJXUZu2SCBH-ojgP4D6Xr6GPU"
iex> signed_hs512 = JOSE.JWS.sign(jwk, "{}", %{ "alg" => "HS512" }) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzUxMiJ9.e30.DN_JCks5rzQiDJJ15E6uJFskAMw-KcasGINKK_4S8xKo7W6tZ-a00ZL8UWOWgE7oHpcFrYnvSpNRldAMp19iyw"
iex> JOSE.JWS.verify_strict(jwk, ["HS256"], signed_hs256) |> elem(0)
true
iex> JOSE.JWS.verify_strict(jwk, ["HS256"], signed_hs512) |> elem(0)
false
iex> JOSE.JWS.verify_strict(jwk, ["HS256", "HS512"], signed_hs512) |> elem(0)
true

  


        

      


  

    
JOSE.JWT 
    



      
JWT stands for JSON Web Token which is defined in RFC 7519.
Encryption Examples
Signature Examples
All of the example keys generated below can be found here: https://gist.github.com/potatosalad/925a8b74d85835e285b9
See JOSE.JWS for more Signature examples.  For security purposes, verify_strict/3 is recommended over verify/2.
HS256
# let's generate the key we'll use below and define our jwt
jwk_hs256 = JOSE.JWK.generate_key({:oct, 16})
jwt       = %{ "test" => true }

# HS256
iex> signed_hs256 = JOSE.JWT.sign(jwk_hs256, %{ "alg" => "HS256" }, jwt) |> JOSE.JWS.compact |> elem(1)
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ0ZXN0Ijp0cnVlfQ.XYsFJDhfBZCAKnEZjR0WWd1l1ZPDD4bYpZYMHizexfQ"
# verify_strict/3 is recommended over verify/2
iex> JOSE.JWT.verify_strict(jwk_hs256, ["HS256"], signed_hs256)
{true, %JOSE.JWT{fields: %{"test" => true}},
 %JOSE.JWS{alg: {:jose_jws_alg_hmac, {:jose_jws_alg_hmac, :sha256}},
  b64: :undefined, fields: %{"typ" => "JWT"}}}
# verify/2 returns the same thing without "alg" whitelisting
iex> JOSE.JWT.verify(jwk_hs256, signed_hs256)
{true, %JOSE.JWT{fields: %{"test" => true}},
 %JOSE.JWS{alg: {:jose_jws_alg_hmac, {:jose_jws_alg_hmac, :sha256}},
  b64: :undefined, fields: %{"typ" => "JWT"}}}

# the default signing algorithm is also "HS256" based on the type of jwk used
iex> signed_hs256 == JOSE.JWT.sign(jwk_hs256, jwt) |> JOSE.JWS.compact |> elem(1)
true
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    Functions
  


    
      
        decrypt(jwk, encrypted)

      


        Decrypts an encrypted JOSE.JWT using the jwk.  See JOSE.JWE.block_decrypt/2.



    


    
      
        encrypt(jwk, jwt)

      


        Encrypts a JOSE.JWT using the jwk and the default block encryptor algorithm jwe for the key type.  See encrypt/3.



    


    
      
        encrypt(jwk, jwe, jwt)

      


        Encrypts a JOSE.JWT using the jwk and the jwe algorithm.  See JOSE.JWK.block_encrypt/3.



    


    
      
        from(list)

      


        Converts a binary or map into a JOSE.JWT.



    


    
      
        from_binary(list)

      


        Converts a binary into a JOSE.JWT.



    


    
      
        from_file(file)

      


        Reads file and calls from_binary/1 to convert into a JOSE.JWT.



    


    
      
        from_map(list)

      


        Converts a map into a JOSE.JWT.



    


    
      
        from_record(jose_jwt)

      


        Converts a :jose_jwt record into a JOSE.JWT.



    


    
      
        merge(left, right)

      


        Merges map on right into map on left.



    


    
      
        peek(signed)

      


        Same as peek_payload/1.



    


    
      
        peek_payload(signed)

      


        Returns the decoded payload as a JOSE.JWT of a signed binary or map without verifying the signature.



    


    
      
        peek_protected(signed)

      


        Returns the decoded protected as a JOSE.JWS of a signed binary or map without verifying the signature.



    


    
      
        sign(jwk, jwt)

      


        Signs a JOSE.JWT using the jwk and the default signer algorithm jws for the key type.  See sign/3.



    


    
      
        sign(jwk, jws, jwt)

      


        Signs a JOSE.JWT using the jwk and the jws algorithm.  See JOSE.JWK.sign/3.



    


    
      
        to_binary(list)

      


        Converts a JOSE.JWT into a binary.



    


    
      
        to_file(file, jwt)

      


        Calls to_binary/1 on a JOSE.JWT and then writes the binary to file.



    


    
      
        to_map(list)

      


        Converts a JOSE.JWT into a map.



    


    
      
        to_record(jose_jwt)

      


        Converts a JOSE.JWT struct to a :jose_jwt record.



    


    
      
        verify(jwk, signed)

      


        Verifies the signed using the jwk and calls from/1 on the payload.  See JOSE.JWS.verify/2.



    


    
      
        verify_strict(jwk, allow, signed)

      


        Verifies the signed using the jwk, whitelists the "alg" using allow, and calls from/1 on the payload.  See JOSE.JWS.verify_strict/3.
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          @type t() :: %JOSE.JWT{fields: term()}
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      decrypt(jwk, encrypted)



        
          
        

    

  


  

Decrypts an encrypted JOSE.JWT using the jwk.  See JOSE.JWE.block_decrypt/2.

  



  
    
      
    
    
      encrypt(jwk, jwt)



        
          
        

    

  


  

Encrypts a JOSE.JWT using the jwk and the default block encryptor algorithm jwe for the key type.  See encrypt/3.

  



  
    
      
    
    
      encrypt(jwk, jwe, jwt)



        
          
        

    

  


  

Encrypts a JOSE.JWT using the jwk and the jwe algorithm.  See JOSE.JWK.block_encrypt/3.
If "typ" is not specified in the jwe, %{ "typ" => "JWT" } will be added.

  



  
    
      
    
    
      from(list)



        
          
        

    

  


  

Converts a binary or map into a JOSE.JWT.
iex> JOSE.JWT.from(%{ "test" => true })
%JOSE.JWT{fields: %{"test" => true}}
iex> JOSE.JWT.from("{"test":true}")
%JOSE.JWT{fields: %{"test" => true}}

  



  
    
      
    
    
      from_binary(list)



        
          
        

    

  


  

Converts a binary into a JOSE.JWT.

  



  
    
      
    
    
      from_file(file)



        
          
        

    

  


  

      

          @spec from_file(String.t() | charlist()) :: t()


      


Reads file and calls from_binary/1 to convert into a JOSE.JWT.

  



  
    
      
    
    
      from_map(list)



        
          
        

    

  


  

Converts a map into a JOSE.JWT.

  



  
    
      
    
    
      from_record(jose_jwt)



        
          
        

    

  


  

      

          @spec from_record(tuple()) :: t()


          @spec from_record([tuple()]) :: [t()]


      


Converts a :jose_jwt record into a JOSE.JWT.
This also works for converting a list of :jose_jwt records into a list of JOSE.JWT structs.
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PKCS #5: Password-Based Cryptography Specification Version 2.0 See RFC 2898: https://tools.ietf.org/html/rfc2898
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PKCS-7 See RFC 2315: https://tools.ietf.org/html/rfc2315
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ChaCha20 and Poly1305 for IETF Protocols See https://tools.ietf.org/html/rfc7539
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Elliptic Curves for Security - X25519 See https://tools.ietf.org/html/rfc7748
SECURITY WARNING: this pure Erlang implementation is NOT constant-time.
curve25519/2 is operation-count balanced (every step performs exactly one montgomery_add/3 and one montgomery_double/1, and clamping fixes the recursion depth), so the coarse "skipped operation" leak is absent. It is still not constant-time: the ladder branches on individual bits of the secret scalar to route its operands, and the underlying Erlang bignum * / rem operations and the expmod/3-based field inversion all run in value-dependent time. Execution time is therefore correlated with the private scalar. Pure Erlang integer arithmetic cannot be made constant-time.
This module is a last-resort fallback for platforms with no native implementation. jose prefers a native module (libdecaf, libsodium, or OTP crypto) whenever one works, so this code is not reached for X25519 on a stock OTP build with crypto x25519 support. Do not select it explicitly for long-lived private keys in a timing-observable context; use jose_curve25519_crypto (which calls crypto:generate_key/3 and crypto:compute_key/4 with x25519) or a NIF-backed module instead.
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Elliptic Curves for Security - X448 See https://tools.ietf.org/html/rfc7748
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XChaCha: eXtended-nonce ChaCha and AEAD_XChaCha20_Poly1305 See https://tools.ietf.org/html/draft-irtf-cfrg-xchacha
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